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June 3, 2019 

 

Centers for Medicare & Medicaid Services,  

Department of Health and Human Services,  

Attention: CMS-9115-P,  

P.O. Box 8016,  

Baltimore, MD 21244-8016 

 

RE:  File Code: CMS-9115-P 

Medicare and Medicaid Programs; Patient Protection and Affordable Care Act; 

Interoperability and Patient Access for Medicare Advantage Organization and Medicaid 

Managed Care Plans, State Medicaid Agencies, CHIP Agencies and CHIP Managed Care 

Entities, Issuers of Qualified Health Plans in the Federally-Facilitated Exchanges and 

Health Care Providers 

 

To Whom It May Concern: 

 

I am writing today to submit comments to the Centers for Medicare and Medicaid Services 

(CMS) and Office of National Coordinator for Health IT (the ONC) on File Code CMS-9115-P, 

Notice of Proposed Rules (the Rules). Specifically, I am writing to submit comments as they 

relate to interoperability and patient access to their own electronic health information (EHI). 

While I would like to comment on specific provisions in the proposed rules, I must comment 

more generally because, among managing several chronic conditions, I am also focused on 

recovery efforts from a recent surgery. Given my current limitations as a patient, I still wish to 

offer my insight from lived and professional experience to ensure CMS and the ONC keep the 

patient at the center of any move forward toward interoperability and coordinated care. 

 

I write today in both my professional capacity as an attorney and in my personal capacity as a 

patient. I am disabled with several autoimmune diseases and multiple chronic conditions. As a 

matter of course, I regularly ask for my medical records to coordinate my own care and thus have 

intimate knowledge about how interoperability affects patients. My various interactions with the 

current health IT (HIT) ecosphere and my insight working with numerous agencies (including 

the Agency for Healthcare Research and Quality, the Patient Centered Outcomes Research 

Institute, Texas State Legislature), entities (including Athena Health Care Systems, IBM 

developerWorks, Health 2.0, and others), health care providers (HCPs) across the spectrum of 

care, and patients make me ideally suited to comment on the Rules as proposed.  

 

I am also an attorney in good standing in the State of Texas. Licensed in 2008, I have spent my 

career in health law and policy, much of my work has focused on the Health Insurance 

Portability and Accountability Act – helping patients, providers, lawyers, technology companies, 

and other entities understand, implement, and comply with HIPAA. This includes issues of 

technology and interoperability as discussed in the Rules. I have worked extensively HIT in my 

career and have firsthand knowledge of current HIT capabilities and interoperability policy 

discussions.  
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In these comments, I especially wish to highlight the potential dangers of interoperability when 

the patient is not at the center of, and in control over, their own health care, including their EHI. I 

believe policy makers are pushing forward with interoperability at a brisk pace that will have 

negative consequences for patients, especially the most vulnerable patients. 

 

I. Introduction 

 

CMS and the ONC see the value in “advancing interoperability and patient access to health 

information” as well as “putting patients at the center of their health care and ensuring they have 

access to their health information.” And per the ONC, the Rules are “designed to increase 

innovation and competition by giving patients and their healthcare providers secure access to 

health information and new tools, allowing for more choice in care and treatment.”
1
 Yet, most of 

the work being carried out in interoperability is being done without patients at the center and 

without improving access to health information. In fact, most interoperability proposals aim to 

go around the patient and provide HCPs with access to patient information without the patient’s 

express consent. Below I will discuss how interoperability can cause harm, issues with current 

interoperability efforts, safety issues, ensuring patient education and consent, technology ideas to 

consider, and other issues relating to information access and blocking. 

 

II. Harm Caused By Interoperability 

 

a. Why Restricting Information May Be Prudent 

 

As a patient, I saw great opportunity early on, particularly after the Health Information 

Technology for Economic and Clinical Health (HITECH ) Act was passed. Because of my many 

health conditions, I was excited at the prospect that my HCPs would be able to share information 

between their Electronic Health Records (EHR) systems – auto-populating diagnoses, 

medications, and relevant information into a centralized form for all to access. I saw the 

implications for saving time and improving coordination of the over one dozen HCPs I see at any 

one time. If my doctors could be aware of my health concerns before I entered the exam room, 

we could make more use of the limited time they have to evaluate and treat me. I believed that 

having such a centralized system would give my doctors a better picture of me as a whole person 

and not just the body part or system they were treating.  

 

Over time though, my experience with interoperability has proven such interconnectedness to be 

dangerous to my health and the health of many patients, especially the most vulnerable, in 

various ways. Currently, I am working with my HCPs to restrict information sharing under 

HIPAA rules and hope to actively block information sharing of my records without express 

consent. Instead, I developed my own personal health record (PHR)
2
 to print out for my 

providers and keep my own records in a centralized cloud database for access at all times. In this 

way, I am in control over my information and can ensure HCPs receive the information they 

need in a timely manner. Moreover, I ensure with every appointment to prepare a document
3
 that 

                                                 
1
 https://www.healthit.gov/topic/laws-regulation-and-policy/notice-proposed-rulemaking-improve-interoperability-

health 
2
 https://healthasahumanright.wordpress.com/2017/10/27/personal-health-record-template/ 

3
 https://healthasahumanright.wordpress.com/2017/10/27/appointment-primer/ 

https://www.healthit.gov/topic/laws-regulation-and-policy/notice-proposed-rulemaking-improve-interoperability-health
https://www.healthit.gov/topic/laws-regulation-and-policy/notice-proposed-rulemaking-improve-interoperability-health
https://healthasahumanright.wordpress.com/2017/10/27/personal-health-record-template/
https://healthasahumanright.wordpress.com/2017/10/27/appointment-primer/
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includes a section on “Coordination of Care” to let each doctor know what other health issues I 

am facing and the treatment plans being pursued by each HCP in turn. This has proven more 

effective and safer for my care and well-being than interoperability efforts. 

 

There are many reasons a patient may wish to hold back information from their HCPs. Those 

may include privacy concerns or worries of bias. For instance, a patient who has a history of 

mental illness like Post Traumatic Stress Disorder (PTSD) may go see a specialist orthopedist for 

a consult regarding an issue with their knee. If interoperability is established, the specialist may 

be able to access  notes from the referring primary care physician (PCP). However, the patient, 

for fear of stigma, may not want the sensitive health information about their PTSD to be 

divulged. Under current rules, the PCP may share this information and deem it necessary for 

treatment purposes (the exceptions for treatment and operation purposes being very broadly 

defined and interpreted). But the PCP may also know that the patient does not want this 

information divulged and can refuse to release it to the specialist orthopedist. With 

interoperability, the notes contained in an EHR for any patient would contain this stigmatized 

diagnosis and lead to poorer care if the surgeon cannot accommodate or has preconceived 

notions of what it means to live with PTSD. 

 

Or, for another example, a patient has a history of pain and the PCP cannot figure out the root 

cause of this pain. As such, the PCP writes in the EHR that the patient’s pain is psychosomatic. 

The patient eventually cannot handle the pain and goes to the emergency room for assistance. 

The emergency room doctor pulls up the patient’s health record and reads this assessment and 

dismisses the patient’s pain. Eventually the patient returns to the emergency room in a more dire 

state and doctors realize that the PCP and previous emergency room doctor were wrong, that this 

was not psychosomatic but was in fact a condition that they did not recognize and treat properly, 

which resulted in further harm to the patient.  

 

Another example may be an older woman who was sexually assaulted and an abortion a long 

time ago. She may have shared this at some point with her OB/GYN but not want anyone to 

know. At some point she sees a new PCP who, to coordinate care, looks up her records which 

include the records from her OB/GYN. Because reproductive health is sensitive and personal, 

disclosure of information entrusted to a doctor can have devastating consequences. Even more so 

if this woman has kept this secret from her family and her significant other or family are given 

shared access to this centralized EHR.  

 

And yet one more example may be a patient who has an eating disorder that keeps her blood 

sugar high. The patient gets labs drawn and those labs are reported over the weekend to an “on 

call” doctor, including a high blood sugar. The on call doctor does not know this patient and that 

this result is normal for this patient and becomes worried. They try to call the patient but, the 

patient, being asleep, does not answer the call (and might not anyway as it is an unknown 

number). The on call doctor continues to panic and decides to call 911 for a “welfare check.” 

The patient is thus awoken by police officers coming into their house and traumatizing them 

because a doctor, who should not have gotten these results and who does not understand the 

context of the results, decided to call the police. While some might say that it was a duty of care 

to ensure the patient was not in medical distress, the duty of care also extends to ensuring a 

patient is not traumatized or put at risk (knowing that many “welfare checks” can end in death 
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due to police use of force). Patients should be in control of who has access to their information 

so that the best care can be maintained going forward. Had the patient been given control over 

who could see their lab results, the traumatizing and physical and emotional damage done by this 

on call doctor’s actions would never have happened.  

 

In other words, it is sensible to ask for patient consent before sharing information, to have 

obstacles and protections for patients that prevent a health care provider from accessing patient 

records without the express consent of the patient. Information blocking by patients of their own 

EHI is at times necessary for their own safety and wellbeing and to respect their privacy and 

autonomy. Patients and patients alone should have authority over their health information. 

Patients should be the decision makers and determine what information they want shared, with 

whom they want it shared, and when they want it shared. 

 

b. Harm With Automatic Release of Information from Hospitals 

 

The rules here envision that hospitals using EHRs will adopt systems that send notifications to a 

patient’s doctor at the time of admission and discharge. While coordinating care for a patient 

who is in a hospital and after their discharge is a respectable goal, not all notifications are safe. 

For instance, a patient who does not have a stable relationship with their Primary Care Provider 

(PCP) may not want that doctor to know they were seen in the hospital. There are HCPs who 

antagonize patients and who, upon finding out that a patient was in the hospital, may take 

adverse actions – including labeling the patient in their chart as “manipulative” or threatening to 

discontinue care. One might say that if this is happening, the patient should consider finding a 

new PCP. However, for many, finding a doctor who will take their insurance may not be so easy. 

We like to believe that all HCPs are good and will do what is in the patient’s best interest, but 

unfortunately, the reality is that HCPs are human and not all of them are kind and many are burnt 

out. As a result, patients suffer. Giving these same HCPs access to information without the 

patient’s express consent can result in further harm.  

 

Patients may not even know all that is in their chart that might be share with a hospital or from a 

hospital to another health care provider. Take, for instance, a patient who has been treated poorly 

and discriminated against by a hospital (Hospital A) when the patient disclosed they had trauma 

in their past and wanted to work on reasonable accommodations to reduce trauma while in the 

hospital’s care. That patient has an appointment prior to surgery at another hospital (Hospital B) 

for a pre-op exam. Because of their previous experience with Hospital A, the patient now worries 

that this Hospital B may also hurt them if they find out about the patient’s trauma. The patient 

wants to keep information about her trauma a secret, not wanting to tell the pre-op HCP about 

certain care concerns to avoid the bias they have experienced previously. However, unbeknownst 

to the patient, their PCP uploaded documents given to the PCP in trust and containing sensitive 

information into a “media tab” folder in the EHR. This “media tab” folder is not one the patent 

knew existed and the patient has no access to via the portal. Hospital B, using the same EHR 

system, is able to pull up that sensitive document via the “media tab” folder and when the patient 

arrives for the appointment, the HCPs at the hospital let her know they found documents 

including documents with sensitive information. In this case, the patient had no control over 

what was contained in their record, had no idea what had been uploaded, had no idea what was 
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shared and with whom, and was taken completely off guard that this information could be and 

was found. This has deeper implications as discussed below in the section on Safety. 

 

Patients should have the right to decide what information is shared and with whom. They should 

have the right to disclose on their own terms and not have the information automatically 

transmitted. The Rules themselves touch on the notion that not all diagnoses should be 

transmitted – notably those not permitted to be transmitted by law, which often include mental 

health, substance or alcohol use disorders, HIV or AIDS status, and genetic information. This 

carve out was clearly made in the Rules because CMS and the ONC understand that certain 

information is subject to increased protection. Further, CMS and the ONC likely know that this 

information is subject to increased protection because of biases and stigma that interfere with 

patient care and should be handled in a sensitive fashion. Information that may seem innocuous 

to transmit, may indeed contain sensitive information that a patient does not want exposed (see 

section I(a) for examples). Many health care providers may not see the harm caused by sharing 

information, whether that information is subject to increased protections or not. This is why it is 

imperative to have the patient at the center of any interoperability measures and especially when 

it comes to care as coordinated between health care provider and hospital. 

 

And a further note, CMS and the ONC knows that state rules often differ as to protections on 

sharing sensitive health information. The Rules as proposed with the exception on transmitting 

certain information could cause confusion and disparate implementation and enforcement.  

 

Ultimately, CMS and the ONC should therefore reconsider the automatic notifications for 

hospitals to health care providers in general. Automatic sharing of information without patient 

consent can result in harm. Sharing information that may be sensitive for a patient between 

hospital and health care provider and vice-versa can result in harm to the patient. CMS and the 

ONC both iterate that these Rules are to part of efforts to allow “for more choice in care and 

treatment.” How can CMS or the ONC think that they are giving patients a choice if notifications 

are made automatically? That is precisely the opposite of choice and does not allow patients to 

be engaged in their care. 

 

III. Current Interoperability Problems 

 

a. Historical Mistakes in Health IT Adoption 

 

Several agencies are pushing interoperability and hoping that it can be achieved speedily across 

the health care ecosphere. This, however, is short sighted. As we learned from the adoption of 

EHRs under the HITECH Act and with incentives through Meaningful Use, the hurried adoption 

of technology without thoughtful consideration of all stakeholders concerned – including patients 

– can result in systems that do not serve the very individuals they were meant to help. As we 

pushed forward with EHR adoption, HCPs and health care systems bought expensive EHRs that 

did not always suit their needs. Additionally, their patients had no choice in the matter, having to 

settle for whichever portal a HCP’s office or a health care system chose regardless of the 

limitations each EHR presents. Currently, no EHRs are good – if we connect these EHRs to a 

centralized system (like a health information exchange, APIs interfaces, or through other shared 

access means), the issues already plaguing EHRs will exponentially increase.   
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At this moment in time, doctors have a high rate of burnout, often attributable to poorly designed 

EHR systems. These same poorly designed systems leave patients without the information 

needed to be engaged in their care. In pushing forth with interoperability efforts and coordinated 

care efforts without the patient at the center of and part of the discussion, policy makers, health 

IT vendors, private entities, and others will repeat the mistakes of initial EHR adoption. 

Implementation will be disparate, disconnected from patients’ actual needs and preferences, and 

lead to an unhealthy ecosystem. CMS and the ONC have here the chance to learn from the 

mistakes made a decade ago that now plague our HIT ecosphere and take measured steps 

forward toward interoperability and with coordination of care, ensuring that the patient is given 

power to direct their care, including sharing through interoperable systems or blocking 

information to avoid harm. 

 

b. Examples of Current Interoperable System: Epic’s Care Everywhere 

Platform 

 

There are already some systems that have achieved a sense of interoperability, with Epic being 

most notable among these. Epic is used by many major health systems around the world 

including HCP offices, hospitals, and pharmacies. Their “Care Everywhere” platform operates as 

an HIE to exchange EHI without a patient’s express consent and often without their knowledge. 

As a result, information is often shared between these entities which patients may not want 

shared and which may be inaccurate. 

 

I personally found out about Care Everywhere nearly by accident. I did not know this platform 

existed until I asked for an accounting of disclosures in my records requests to multiple 

providers. Those requests came back with notations that “continuity of care” documents were 

sent and/or received from my different HCPs. When I asked, my HCPs (and their staff) did not 

know what Care Everywhere was or what was included in the documentation sent or received. 

The HCPs themselves did not know what information was being shared. As a result, I undertook 

efforts to research Care Everywhere and the many ways information is disseminated without my 

explicit consent. To this day, it is still unclear as to what exactly is being transmitted but I can 

assure you that not all information transmitted is correct and the vast majority of patients and 

doctors do not know and have no control over the information being shared. It is strictly a 

protocol set up by Epic and implemented amongst different entities. To opt out of this system 

one must individually contact every entity where they receive care and that they know is 

associated with the Care Everywhere platform and submit paperwork to opt-out. The question is, 

how can patients know to opt out if they are unaware their information is being shared or that 

this or other platforms like this exist? 

 

c. Interoperability When EHI is Inaccurate 

 

HIEs and platforms as described above are already sharing information, and often that 

information is inaccurate. Disconcertingly, once erroneous information is in an EHR with 

interoperability capabilities, it is difficult to correct. Patients may find inaccurate information in 

one EHR and ask for an amendment per HIPAA Privacy Rule but that amendment may not be 

granted. Even if the amendment is granted and the EHR is updated, the patient may not know 
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what other HCPs received this information and it is not necessarily the case that all other entities 

with access to the patient’s EHI will also be updated (even if under the HIPAA Privacy Rule 

they should).  

 

For instance, imagine finding out that your record mistakenly noted that you had syphilis when 

you saw a doctor for an ingrown toenail then having to work with the doctor to ensure that your 

record is corrected and all other systems or HCPs who had access to this information also 

updated their systems to remove this stigmatizing diagnosis. The patient may not know that this 

diagnosis was transmitted through a platform like Care Everywhere to their gastroenterologist, 

PCP, neurologist, and any hospital or urgent care center where they may seek care. And if they 

are aware, the patient may not have the ability to follow up on and request an amendment of 

records for each HCP. In other words, the proliferation of inaccurate information can wreak 

havoc on a patients EHI as contained by multiple HCPs. 

 

It becomes even more confusing when the patient’s health care is complex. For example, a 

patient takes 10mg of Prozac per day for depression. The pharmacy fills the prescription and the 

10mg prescription is logged in the patient’s record. Later, the patient’s psychiatrist decides that 

the patient should really be taking 20mg of Prozac per day. The pharmacy fills the 20mg 

prescription in the chart without taking out the previous prescription for 10mg. Now the patient’s 

record includes two prescriptions and that information is transmitted to the patient’s PCP. A 

prudent PCP goes over a medication list at each encounter, but there are some who skip this vital 

step and thus makes their own prescribing recommendations based on erroneous information. In 

this case, the confusion could lead to the PCP prescribing a medication that in conjunction with 

the 20mg of Prozac results in serotonin syndrome. The patient may then end up in an emergency 

room that also has the incorrect information and is unable to appropriately treat the patient. 

 

Until we can have accuracy in the systems already in place, it is absurd to rush into adopting 

interoperability measures to coordinate care. I personally have yet to go to a doctor’s 

appointment where the EHR has a correct listing of my medications because of HIEs and 

platforms like Care Everywhere that auto-populate incorrect information into EHRs from my 

pharmacy. My records often indicate I am taking antibiotics that were prescribed for a 10 day 

course and then remain on my file for months after. My record printed out on paper is more 

useful than the record sent from the pharmacy and I undertake the work to update my records 

because I know that without it, my care will be compromised or treatment plans will be based on 

incorrect information. 

 

d. Patient Access to Records Must be a Priority 

 

Further, we should be considering the issue that patients already do not have full access to their 

own records. Before rushing into interoperability, we should make sure that patients have timely 

access to their own information under HIPAA. Most patients do not get their full record on EHR 

portals, only visit summaries unless the HCP or health system has implemented Open Notes
4
, 

allowing patients to see HCP notes. Even then, there is further information to which patients do 

not have access, including imaging information like xrays and MRIs, accounting of disclosures, 

information held by business associates, and more. To get access to their records in full, patients 

                                                 
4
 https://www.opennotes.org/ 

https://www.opennotes.org/


Page 8 of 14 

 

often must make detailed records requests directly to their HCPs and are often left waiting past 

the statutory deadline of 30 days to receive that information. Patients should have easy and 

immediate access to their own records, to be able to be part of their own care, before allowing 

other entities to have access. 

 

IV. Safety 

 

While HIPAA has provisions in the Privacy and Security Rules to prevent access to protected 

health information (PHI), those rules are easily violated with minimal consequences and can put 

a patient’s safety at risk. Verizon recently published a report on cybercrime and data breaches, 

finding that the majority of data breaches in health care came from internal threats, including six 

percent of incidents motivated by “fun”, three percent for convenience, and two percent for 

espionage. Disturbingly, they found that such incidents were 14 times more likely to be 

committed by a medical employee like a nurse or doctor.
5
 

 

Already, the provisions of the HIPAA Security Rule are weak in what they require Covered 

Entities (CE) to establish in terms of safeguards, including access authorization, audit controls, 

and even transmission security like encryption. These provisions are all considered “addressable” 

under the Security Rule but not “required.” Along with this, though a CE has to give an 

accounting of disclosures (AoD) to patients upon request, AoDs do not have to contain a record 

of each CE who has been given access to a patient’s records. In fact, it was implied under the 

recent Request for Information promulgated by the Office for Civil Rights that, though the 

HITECH Act envisioned AoDs would include disclosing which CEs received patient 

information, that AoDs may be irrelevant. If AoDs do not contain information about who is 

accessing their records and CEs do not maintain audit controls to ensure only those who should 

have access to patient information do have access (and even then, only the minimum necessary 

information) and we push forward with interoperability, we exponentially increase the chance 

that someone who should not have access to a patient’s information can get access to that 

information with little recourse for the patient as they a) have no control over the sharing of their 

information and b) have no way to establish or track down those who accessed their records in 

violation of HIPAA provisions.  

 

As health care technology currently stands, a victim of abuse may have their health information 

entered into an EHR system that can be accessed by multiple entities. If that victim’s abuser is a 

doctor or nurse at one of the facilities that uses that same system, the abuser may be able to gain 

access to the victim’s record, including documents and discussions the patient did not consent to 

have in their chart (as noted above in the section on Harm). The victim who had no control over 

what was put in their chart or shared with other systems is then re-victimized as their privacy is 

violated and they may not know this is happening because there may not be audit controls to 

prevent access.  

 

The above is a deeply disturbing reality and not a hypothetical situation. Sharing information is 

not always safe. Patients must be at the center of interoperability by giving them the option to 

share or not share information with each HCP on a case by case basis.  

                                                 
5
 https://healthitsecurity.com/news/privilege-misuse-insider-errors-rampant-in-healthcare-breaches citing 

https://www.verizon.com/about/news/verizon-2019-data-breach-investigations 

https://healthitsecurity.com/news/privilege-misuse-insider-errors-rampant-in-healthcare-breaches
https://www.verizon.com/about/news/verizon-2019-data-breach-investigations
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V. Patient Education and Consent 

 

As mentioned above, I often come across patients who are not aware that their health information 

is already being shared and how. They do not know of platforms like Care Everywhere or what 

the acronym HIE stands for. Many do not look at their records on a regular basis and many 

believe the limited access and information in a patient portal is a copy of their full record. These 

patients often do not send in requests for records and review them carefully for errors and thus 

remain oblivious to inaccuracies in their record that are being promulgated to other systems 

automatically. Before we work toward interoperability, we should focus on patient education 

regarding their personal health information, including what is considered EHI. 

 

Patient education would ensure that each patient knows their rights to their own information 

under HIPAA and are made aware of how this information is shared and can be shared under 

interoperability rules. This is even more important when considering discussions of 

interoperability with third party APIs and proliferation of technology that can send and receive 

EHI. Patient education is critical to establish patient consent for their records to be transmitted by 

and to interoperable systems.  

 

Like informed consent for medical procedures, HCPs should get patient consent for sharing EHI. 

This establishes trust between patient and HCP and ensures safety, privacy, and accuracy of 

shared information. Interoperability does not, in general, consider aspects of care like trust which 

are crucial to protect and engage patients. Too many policy makers, health IT vendors, private 

entities, and others are eager to hastily move forward without consideration of the harm that 

could result. However, one day we may look back and realize that sharing EHI without consent 

is ethically wrong and violates patient autonomy.  

 

VI. Technology Ideas to Consider 

 

a. Data Home 

 

Because information is scattered among many different systems and entities, patients have access 

to one “Data Home” where they can locate all of their information at once. As will be discussed 

in Section VI(b)(i) below, this home should have nuanced controls to allow patients to share or 

restrict access to their information. If HCPs only have to enter one system to gain access to 

patient information, patients too should only have to enter one system. Currently, patients must 

access portals for each individual portal for each health care provider. As a result, patients are 

often left with multiple usernames and passwords to access EHRs from the same vendor.  

 

Within this “Data Home” the patient should also have access to any and all data regarding their 

care, including raw DICOM files, HL7 v2 lab results, explanation of benefits, or medical claims. 

While many might wonder “what use could a patient have of that information?” the truth is, 

patients are smart and patients are equipped with boundless resources through our connected 

patient and HCP communities and the web. I am often asked why I want a copy of radiology 

imaging when I am not a radiologist and cannot read the results myself. I explain that while I do 

not have a radiology degree, I am able to share my imaging with other HCPs to learn about my 
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results, I am able to research through radiology website repositories that can give me 

comparisons to understand my radiology images, and I can become familiar with my anatomy so 

I can make informed choices about my care. Generally the radiology files do come with a system 

for me to read and export the files as .jpg or even video files. The one time I did not get a CD 

with such a system, I was able to download a free DICOM viewer and continue to work from 

there. In other words, patients are smart and should have access to all their information 

(structured and unstructured) in one place. If HCPs are to be afforded the same ability to access 

records, patients should too.  

 

Many may say that this is too expensive to develop, too difficult to construct, too cumbersome to 

allow patients to have access or that patients do not need to know about the technology behind 

their health care. However, it is imperative that these arguments not sway CMS or the ONC into 

rigid, paternalistic views of patient care that we have all fought to move past. Patient 

empowerment through giving patients the tools described above and below is not too difficult. In 

fact, it may lead to improved patient safety, financial benefits of saved time and energy, and 

trusting and productive relationships between HCPs and patients. 

 

b. Opt-in/Opt-Out 

 

Provisions that allow patients to opt-in or opt-out of HIEs or other EHI data sharing, must be 

mandatory. Already, many platforms have this ability but i) it is a blunt tool for a nuanced 

problem and ii) the means to opt-out can be prohibitive. 

 

i. Nuanced Approaches are Needed 

 

At this time, I am unaware of any patient facing platform that gives patients the tools to direct 

what EHI is shared and with whom; the only option I am aware of is for patients to opt-in 

completely or opt-out completely from HIEs and like technology. While HIPAA allows patients 

to request restrictions on access to certain information, that provision is narrow and again, not 

nuanced enough.  

 

Patients should be able to have a dashboard of sorts wherein they can select certain information 

they want to share. Patients who do not want to be heavily engaged in their care and are okay 

with any and all of their information being shared can have that set as the default. For patients 

who wish to be engaged at every level of their care, they can select what information can be 

shared or what information should be blocked. Already we have these capabilities in cloud 

storage databases. I can easily send a document to colleagues and give them the ability to view 

and/or make changes and I can similarly revoke their ability to make changes or even access this 

information. I can do so with each and every document I choose. I can set up the same controls 

for a folder of information if I am okay with my colleagues having access to information of all 

files within that folder.  

 

While I am simplifying what is a very complex issue in terms of health care interoperability, the 

point remains that all we have now are blunt tools in sharing versus not sharing information and 

we need nuanced approaches that allow patients, if they so choose, to restrict/block and/or share 

information about their health as they see fit. 
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ii. Opting Out Measures are Often Prohibitive 

 

Whether we have nuanced tools to opt in or out or blunt tools, we must make opting out of 

sharing easy. Unfortunately, the measures patients must take are often prohibitive – preventing 

them from opting out as they require undue amounts of paperwork and coordination with 

multiple HCPs, entities, and staff to accomplish. 

 

For instance, Epic’s Care Everywhere platform has an opt-out option. To opt-out, the patient 

must contact their HCP, fill out a form, and send it back in. At that time, the HCP (who may or 

may not know the platform exists) is to switch the patient’s EHR so that it will not communicate 

with other HCPs. However, this does not mean that it has stopped all sharing. For example, a 

patient may ask HCP-1 to opt out of Care Everywhere. HCP-1 completes the request and now 

the patient’s information will not be sent from HCP-1 to HCP-2 or HCP-3. However, the patient 

may still need to contact HCP-2 or HCP-3 to ensure they are not still sharing information 

between themselves. In other words, opting-out in one place does not necessarily mean a 

patient’s opt-out request is received and respected by all HCPs and as the proliferation of HCPs 

on these platforms continues, the patient’s information may continue to be shared and they may 

not be aware of or have the ability to discontinue the transmission of EHI. 

 

Another example is Colorado State’s HIE – CORHIO.  Patients are given the chance to opt-in or 

opt-out of CORHIO when filling out intake paperwork at an HCPs office. However, once a 

patient has opted in, it can be hard to go back and opt out. In CORHIO’s case, patients must get a 

form notarized to be removed from the system. This is an undue burden for patients for many 

reasons including those who may not have access to or money to access a notary, who may not 

have transportation to a notary, for patients who do not have printers to get a copy of the form, 

for patients who are confused as to how the process works. The work required of patients is 

prohibitive, meaning they have no real option at all but to stay in. This is particularly absurd 

given that CORHIO has a platform for providers, which allows providers to direct a patient’s 

information yet does not allow patients to have access to that same system and direct their own 

care and their own records.  

 

In sum, because our only tools are blunt to completely opt-in or opt-out, the procedures for both 

should not be so difficult as to render it near impossible for a patient to remove consent for 

interoperable systems. This too will apply to any APIs that may proliferate to access EHI. 

Patients should always be given simple measures to control access to and engagement with 

health care and their EHI. And patients should never have to overcome excessive obstacles to 

removing consent to access EHI. Much like the European Union’s General Data Protection 

Regulations (GDPR), individuals should be given access to and control over their data and EHI 

in such a way that they can easily opt-in or opt-out of sharing as they wish. 

 

c. Open Notes 

 

As briefly mentioned in Section III(d), patients’ access to their own EHI should be a priority. 

The ONC recently published “Trends in Indvidiuals’ Access, Viewing and Use of Online 

Medical Records” finding that in 2018 only 51 percent of patients were offered access to their 
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medical records online (Note: I believe the ONC meant to say access to a patient portal online. 

Patient portals and patient records are two distinct sets of information and most patient portals do 

not contain full patient records.) Additionally only 30 percent of those offered actually viewed 

their information online (which was likely limited information). To engage patients in care and 

increase choices in their care and treatment, patients must be given the option to access their 

information in a meaningful way. 

 

Currently, portals may only have limited information like appointment times, medications, and 

diagnoses. The patient has no ability to change this information (to update or edit if the 

information is incorrect) and rarely has the ability to see anything more than a blunt summary 

about their visit encounter. This information is essentially meaningless.  However, Open Notes 

has worked with HCPs across the country to ensure that doctors’ notes are visible through the 

patient portal. This has resulted in increasing patient safety and engagement. Without this access 

or access through records requests, whether a patient is offered access to an online portal (which 

the ONC estimates as 51% of patients) is rather meaningless if the information contained in the 

portal is not complete.  

 

Patients should have access to their doctors’ notes as well as information about who accesses 

their information (as in an accounting of disclosures as envisioned under the HITECH Act), what 

business associates may have their information, and extraneous information like items kept in 

miscellaneous folders (e.g. a “media tab” as described in Section II(b)). Without access to all 

information in the portal, patients cannot fully engage in their care and ensure its accuracy before 

it is shared or while it is shared with other entities. As discussed in Section III(c), it is imperative 

for interoperability efforts that records are accurate. By implementing programs like Open Notes 

as a priority before or while expanding interoperability efforts, CMS and the ONC will ensure 

that patients can become more engaged in and have greater choice in their care and treatment. 

 

d. Update HIPAA Rules on Restricting Access 

 

As mentioned above HIPAA does have rules that allow patients to restrict access to their 

information. However, the ability to restrict information is limited. As interoperability continues, 

and as CMS and the ONC work closely with Health and Human Services to ensure that any and 

all rules comport with existing HIPAA Rules, one area to focus on to allow patients the ability to 

be in control of their own care, is to expand that right of restriction. 

 

VII. Other Considerations 

 

While my comments are primarily focused on interoperability, there are provisions in the Rules 

that I wish to make note of as they interact with patient engagement in care. 

 

a. Faxes 

 

In the Rules regarding “Provider Digital Contact” Information, CMS and the ONC discuss their 

hope that HCPs will move away from “cumbersome, fax-based modes of sharing information” 

and envisions eliminating the use of fax machines. While most patients will applaud this effort, it 

is worth noting that most “fax machines” are in fact applications or online programs that digitally 
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send and receive information. Rarely are actually fax machines used, rather papers are scanned 

into and received as electronic files. These files can come in batches to complex systems or to 

email addresses individually. Thus, the change here is not much more than switching out a fax 

number to a potential email portal, which is essentially how information is already shared. 

 

That said, without the ability to fax information, CMS and the ONC must make it clear to 

providers that patients have the ability and right to email or text their HCPs via unsecured 

systems per the HIPAA Privacy Rule (45 CFR 164.522(b)). While getting rid of faxes, patients 

need options by which to contact their HCPs that do not involve using the phone or web-based 

portals. HCPs should give patients various ways to communicate with them to transmit and 

receive information about their care as well as to coordinate their care. 

 

b. Information Blocking 

 

As discussed in Section III(a), the current health IT (HIT) ecosphere developed such that vendors 

were in high competition for doctors and hospitals to adopt their platform and stick to it. These 

systems were and are expensive, virtually locking HCPs in to whichever vendor they chose 

before they ever really got a grasp of the technology and whether it would suit their needs. 

Fearing missing out on Meaningful Use incentives or loss of Medicare reimbursement, adoption 

of EHRs was rushed. HCPs bought their EHRs with all their flaws and clunky operations – 

frustrating both patients and doctors. (And it must be noted again, that doctors chose the EHRs, 

patients had no choice. They have no choice in the EHR or its portal, including what is in the 

portal and now they will not have control over what is shared in those EHRs). 

 

As a result of this hurried adoption, the HIT ecosphere became toxic with each vendor clinging 

to their proprietary interests and wanting to maintain control over the data within each EHR 

system. This meant that EHRs actively blocked information from being shared, worrying about 

profits instead of how to better help doctors and patients share information appropriately. This is 

why of course “information blocking” became a focus in the 21st Century Cures Act. The 

government made it clear that such manipulative efforts by private companies could not stand.  

 

However, this is a double-edged sword. On the one hand, information blocking done by private 

entities for profit is detrimental to care. On the other hand, information blocking as requested by 

patients to ensure their safety should be a priority. I have discussed why information blocking by 

patients can be important in the Sections on Harm and Safety above. Thus, any actions taken by 

CMS and the ONC should consider that the 21
st
 Century Cures Act was meant to stop 

information blocking by individuals other than the patient and should ensure that the patient has 

the option to block their own information from being shared as they so choose.  

 

VIII. Conclusion 

 

In sum, any interoperability efforts should allow the patient to direct access to their own health 

information first and give patients control of what information to share and with whom. 

“Information blocking”, while problematic if done by HIT vendors or entities for monetary gain 

or proprietary reasons, it may be an important part of care when directed by the patient. The 

Rules as proposed are meant to amend EHR vendors’ behaviors in not sharing information but 
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result in stripping away from patient safety nets that keep their information from being shared 

without consent.  

 

I encourage CMS and the ONC to carefully consider whether rapidly going forward with 

interoperability is in the best interest of patients, to contemplate how to involve patients in 

interoperability efforts, and to create ways to give patients choices in how, when, and with whom 

they want to share their health information. Before pushing for interoperability of records 

between systems and into new applications/APIs, it would be prudent for these agencies to reach 

out to patients about their experiences getting their own records and how they would like their 

records to be shared. Particularly, CMS and the ONC should discuss these issues with patients 

who may be adversely impacted by interoperability.  

 

While interoperability may sound like a great solution to improve coordinated care, it is 

decidedly disconcerting to realize that interoperability does not ensure the patient has any control 

over their EHI. They have no control what is in their EHI (including whether it is accurate or 

not), no control over how and with whom it is shared, no control to get out of interoperable 

systems or exchanges, no control to stop the flow of information they trusted to be held in secret. 

 

Interoperability can be a great tool if HCPs are kind, compassionate, and devoid of bias. 

However, interoperability may result in great harm if an HCP is not so kind or if the patient has 

stigmatizing illnesses or abusers that can gain access to their information. Then interoperability 

is not a tool, it is a weapon – a destructive force in care.  

 

 

In all, CMS and the ONC must consider not only the hopes that interoperability may improve 

care but also the ways in which it can impede care and actively harm patients who do not want 

their information shared. Adoptions of EHRs was rushed, we need not make the same mistakes 

in rushing to make interoperability a reality. In fact, we should be making slow, measured steps, 

to ensure that implementation will take into consideration the issues raised above and those yet 

to be imagined.  

 

Sincerely, 

 
Erin M. Gilmer, Esq. 


