
February 11, 2019

Roger Severino, Director
Office for Civil Rights (OCR)
U.S. Department of Health and Human Services
Re: RIN 0945-AA00 (“Request for Information on Modifying HIPAA Rules to Improve
Coordinated Care”)

Dear Director Severino:

I am writing today to submit comments for the Office for Civil Rights (OCR) Request for
Information on Modifying HIPAA Rules to Improve Coordinated Care (RFI). I am an attorney in
good standing in the State of Texas. Licensed in 2008, I have spent my career in health law and
policy, the majority of which has focused on the Health Insurance Portability and Accountability
Act – helping patients, providers, lawyers, technology companies, and other entities understand,
implement, and comply with HIPAA.

I write today in both my professional capacity as an attorney and in my personal capacity as a
patient. I am disabled with several autoimmune diseases and multiple chronic conditions. As a
matter of course, I regularly ask for my medical records to coordinate my own care. I have
submitted approximately 100 requests for records from various Covered Entities from small
practices to large health care systems. I have submitted 20 complaints to the OCR and received
15 decisions from the OCR. My various interactions with the OCR and extensive experience
with HIPAA make me ideally suited to comment on this RFI.

I will begin by saying that I am disheartened by the OCR's decision to frame HIPAA as a
"regulatory burden" and hope to convey in the comments below how essential HIPAA is to
protect patients. HIPAA is not a burden. while increasing the ability to coordinate care is a
worthy goal, it cannot be done at the expense of compromising privacy rights - particularly the
most vulnerable and marginalized among us such as those with Substance Use Disorder (SUD),
serious mental illness (SMI), and minutes. As a whole, the questions here suggest loosening
privacy projections in dangerous ways that could harm patients. Moreover, the questions seem to
erode the very foundations of HIPAA as the OCR considers requirements to share patient records
with other covered entities (Part a), which will damage the trust HIPAA helps foster between
patient and health care provider - trust that information will be kept private. Further erosion of
patients' rights seem to be threatened in the discussion of sharing records with family and friends
which would hinder personal autonomy and the ability to self direct care while potentially
exposing patients to abuse, stigma, and trauma. Questions of whether to ensure a patient knows
where their information is going through an accounting of disclosures (Part c) and how patients
will be given a copy of their rights via Notice of Privacy Practices (Part d) are similarly
disconcerting as all patients should know with whom their protected health information is shared
and what actions to take if their rights are violated. In total, the RFI focuses less on what's best to
protect patients and does not focus on patient needs.

It is my opinion that to increase care coordination, the OCR should focus on manufactured
obstacles created by covered entities' misunderstanding and misapplication of the law. The OCR



need not reduce privacy protections but should focus on education and training for CEs, public
outreach, and increased enforcement of the Privacy Rule. The goal of the OCR should be to keep
the patient at the center of their own care, able to direct and coordinate the care that is best for
them, yet the RFI here suggests that the OCR is more concerned with others' perceptions options
that HIPAA is a burden. I implore the OCR to heed the feedback offered below and reframe the
dangerous stance proposed (e.g. that HIPAA is a burden) in regards to any future actions the
OCR considers taking.

a. Promoting Information Sharing for Treatment and Care Coordination

(1) How long does it take for covered entities to provide an individual with a copy of their PHI
when requested pursuant to the individual's right of access at 45 CFR 164.524? How long does it
take for covered entities to provide other covered entities copies of records that are not requested
pursuant to the individual's right of access? Does the length of time vary based on whether
records are maintained electronically or in another form (e.g., paper)? Does the length of time
vary based on the type of covered entity? For instance, do some types of health care providers or
plans take longer to respond to requests than others?

Response: While HIPAA requires CEs to provide an individual with a copy of their PHI
within 30 days, often fulfillment of this request takes much longer. This may be due to several
factors including:

- Non-receipt of request: On multiple occasions, I have experienced the issue that CEs
did not receive a request for records – often this is due to internal technology failures.
For instance, fax numbers listed on a medical request form for a CE may not by
current or the CE’s fax machine is not working. Because many providers refuse to
accept records requests by email, sometimes fax is the only way to transmit a records
request. When a records request is not received, unless a patient is constantly
checking up on the request, a patient may wait 30 days for their records only to find
out no one ever got it.

- Requiring specific paperwork: Many CEs require that patients fill out specific
paperwork to get a copy of their records. Often, they will not accept HIPAA
compliant forms for requests other than their own. Unfortunately, this means that
patients must take extra steps to find the appropriate medical record release form and
find a way to get it to the CE. Many patients express confusion about where to find
these forms and sometimes how even to fill them out. This causes great delays in
being able to request records.

- CEs misread requests: Not all CEs read record requests forms closely when a patient
submits them. Sometimes they are passed on to vendors to fulfill them without
ensuring that items added to a request are considered.

o Example 1: Patient asked for a complete copy of their records including
billing records from their primary care physician in a large practice. The
doctor passes the records request to their vendor and the vendor only provides
the medical information. The patient does not receive a copy of their billing
records.



o Example 2: Patient had a baby and requests her records after being discharged
from the hospital. The hospital sends the records for the baby and not for the
patient.

- Incomplete records requests: In conjunction with the above misreading of records
requests, often patients are provided with an incomplete copy of their records. This
may stem from a misunderstanding on CE’s parts as to what constitutes the
designated record set and their belief that when a patient requests a full copy of their
medical records, they only have to provide what resides in an electronic health record.
As a result, patients may be missing vast amounts of information and need to follow
up to ensure everything they requested was provided. There are several aspects that
make this challenging.

o Information residing in different departments: In hospital systems, images
(including MRIs, xrays, CT scans, and others) are usually stored in the
Imaging Department. When a request for medical records is made, even if the
patient clearly marks they want imaging as well as other records, hospitals do
not provide this information. Patients often have to track down images
separately.

o Vendors have limited access: If a CE outsources medical records requests to a
vendor, the vendor may not have access to all of the records requested. For
instance, vendors often do not have access to images and cannot provide those
to patients. As a result, patients again have to track down the parts of their
medical records that were not provided by the vendor.

- Inability to get records in the form and format requested: While HIPAA regulations
are clear that records should be provided in the form and format requested, often CEs
do not produce them as requested. Too frequently records are still produced on paper
instead of in an electronic form. Or records may only be accessible via a portal
system. When patients prefer a CD, USB, unsecure email, or other forms/formats,
they may meet great resistance from CEs who do not understand that they must
accommodate the patient’s preference. As a result, patients have to contact the CE
again to ensure that their records request is fulfilled properly.

- CEs demanding records be picked up in person: Though HIPAA is clear that a person
need not pick up their records in person, many CEs still demand they do.

- CEs not allowing personal representatives (friends, family, caregivers, etc.) to pick up
records on behalf of the patient: HIPAA is also clear that a personal representative
can pick up a patient’s records, yet many CEs refuse to release records to them.

- Fees: While CEs are not supposed to withhold records for payment, some CEs do
insist on fees being paid up front. And because some of these fees are substantial,
patients may not be able to pay those costs to get access to their records.

While these are just a few manufactured obstacles to obtaining records – primarily a result of
carelessness, misunderstanding, and/or misapplication of the law – patients face significant
delays in obtaining a copy of their records for myriad reasons. I would venture to say that a
significant portion of my records requests took much longer than 30 days.

However, some records are provided in a more timely manner in states with laws requiring
records requests be fulfilled in shorter time frames. For instance, in California, Louisiana, Texas,



Virginia, and Washington, a physician has 15 days to furnish medical records. In Colorado,
hospitals have 10 days after discharge to provide records. And in Hawaii and Tennessee, all
providers must furnish copies within 10 days. Clearly, these states recognize the importance of
the timeliness to obtain records and know that, given today’s technology, CEs can and should
meet these time frames.

I cannot say what the average amount of time is for CEs to provide other CEs with copies of
records. It does seem that requests from CEs are fulfilled quicker than requests from patients.
This may be because CEs are deferential to requests from other CEs and/or that CEs are
requesting specific information from another CE and not an entire record.

The length of time does indeed vary for both CE and patient requests depending on how records
are maintained as well as what records are being asked for. Electronic records of medical notes
are more easily downloaded and/or printed for release. However, electronic records of imaging
may or may not be easily shared. Some systems have achieved limited interoperability to share
images but others have not and require CEs to get a physical copy (usually a CD) of the images.
Some electronic health records (EHR) systems have also achieved interoperability, with records
being shared without explicit consent by the patient. For example, the EHR vendor Epic uses a
platform called Care Everywhere to transfer health information between providers on a health
information exchange (HIE)-like platform. This facilitates records sharing but can have
devastating consequences when information is shared that patients do not wish to be shared or
information is shared that is incorrectly entered in one system and transfers to another.

Length of time can vary based on type of CE. Records requests may take longer in some larger
systems because a patient may see various providers within that system. At the same time,
records requests may take less time because larger systems have more resources to dedicate to
fulfilling requests. Smaller physician practices may have fewer resources and thus take longer,
but they may also take less time because they have fewer requests to fulfill. I have not seen
substantial differences in type of health care provider (i.e. primary care vs. specialist). I have
however, met with the same misunderstandings about HIPAA from all CEs when making
requests – including issues around form and format, fees, transmission, and ensuring the request
is completely fulfilled. These issues are often due to a lack of staff education.

(2) How feasible is it for covered entities to provide PHI when requested by the individual
pursuant to the right of access more rapidly than currently required under the rules? (The
Privacy Rule requires covered entities to respond to a request in no more than 30 days, with a
possible one-time extension of an additional 30 days.). What is the most appropriate general
timeframe for responses? Should any specific purposes or types of access requests by patients be
required to have shorter response times?

Response: See response to question 1. Specifically:

Some records are provided in a more timely manner in states with laws requiring records
requests be fulfilled in shorter time frames. For instance, in California, Louisiana, Texas,
Virginia, and Washington, a physician has 15 days to furnish medical records. In
Colorado, hospitals have 10 days after discharge to provide records. And in Hawaii and



Tennessee, all providers must furnish copies within 10 days. Clearly, these states
recognize the importance of the timeliness to obtain records and know that, given today’s
technology, CEs can and should meet these time frames.

The OCR should shorten the time frame for records requests to 10 days with an optional
extension if agreed on by patient and CE up to 20 days. Or, if the OCR determines 10 days is too
short a time frame, to require records to be provided within 15 days with an optional extension if
agreed on by patient and CE up to 15 more days. In this way, providers will have no more than
30 days at most to provide records to a patient. An outright requirement is needed here or CEs
will undoubtedly unduly delay getting records to patients.

Providing electronic information more quickly seems reasonable given the ease to pull it up and
transmit it. However, if a requirement is made that electronic copies be provided sooner, the
OCR should make clear that it is not given priority over other records requests. Whether on paper
or electronic, all records should be furnished in a timely manner. In asking for shorter time
frames for electronic information, other types of information may then be delayed. Records
requests should be completed in full and in a timely manner for all patients.

(3) Should covered entities be required to provide copies of PHI maintained in an electronic
record more rapidly than records maintained in other media when responding to an individual's
request for access? (The Privacy Rule does not currently distinguish, for timeliness requirements,
between providing PHI maintained in electronic media and PHI maintained in other media). If
so, what timeframes would be appropriate?

Response: See response to question 2. Specifically:

Providing electronic information more quickly seems reasonable given the ease to pull it
up and transmit it. However, if a requirement is made that electronic copies be provided
sooner, the OCR should make clear that it is not given priority over other records
requests. Whether on paper or electronic, all records should be furnished in a timely
manner. In asking for shorter time frames for electronic information, other types of
information may then be delayed. Records requests should be completed in full and in a
timely manner for all patients.

If electronic records are to be required to be provided in a shorter time frame, 5 days should be
the appropriate timeframe.

(4) What burdens would a shortened timeframe for responding to access requests place on
covered entities? OCR requests specific examples and cost estimates, where available.

Response: The burdens a shortened timeframe may place on CEs would likely be in
investing in the Health Information Management (HIM) departments (for larger entities) or staff
time (for smaller entities) to manage and respond to requests. This might mean investment in
education and training to understand HIPAA rules and efficiently handle records requests.
Education and training are sorely lacking for most CEs which is a major reason requests take as



long as they do and are incomplete. It may also mean prioritizing requests above other
administrative activities.

However, I think this question misses the point. The question should be: What is the burden to
patients if timeframes aren’t shortened and they continue to face delays in obtaining their
records? With this RFI, the OCR wants to improve care coordination. Unnecessary delays in
obtaining records are a huge burden to patients who are trying to coordinate their care. To be
clear the regulations themselves are not a burden, it is CEs who do not follow the law that create
the burden. CEs do not prioritize requests in the manner they should. They drag their feet,
obstruct patients because they misunderstand the law, and/or do not see the urgency with which
these requests need to be fulfilled.

The untold cost to patients physically, mentally, and financially caused by these delays cannot be
estimated. Those costs far outweigh any “burden” or cost to CEs.

(5) Health care clearinghouses typically receive PHI in their role as business associates of other
covered entities, and may provide an individual access to that PHI only insofar as required or
permitted by their business associate agreement with the other covered entity, just as other
covered entities, when performing business associate functions, may also provide access to PHI
only as required or permitted by the business associate agreement(s) with the covered entity(ies)
for whom they perform business associate functions. Nevertheless, the PHI that clearinghouses
possess could provide useful information to individuals. For example, clearinghouses may
maintain PHI from a variety of health care providers, which may help individuals obtain their
full treatment histories without having to separately request PHI from each health care provider.

(a) How commonly do business associate agreements prevent clearinghouses from providing PHI
directly to individuals?

Response: Anecdotally, I have heard that business associate agreements (BAAs) may
prevent clearinghouses from providing PHI directly to individuals. As BAAs are contract
between CEs and BAs, and contracts are generally kept secret for various reasons, this
information may be hard to quantify.

Regardless of how common this is, it would be in the patients’ best interest for clearinghouses to
provide PHI directly to individuals.

(b) Should health care clearinghouses be subject to the individual access requirements, thereby
requiring health care clearinghouses to provide individuals with access to their PHI in a
designated record set upon request? Should any limitations apply to this requirement? For
example, should health care clearinghouses remain bound by business associate agreements with
covered entities that do not permit disclosures of PHI directly to an individual who is the subject
of the PHI?

Response: Health care clearinghouses should be subject to the individual access
requirements and should provide access to PHI upon request. However, patients should not be
made to seek out health care clearinghouses to obtain information. Most patients are unaware of



health care clearinghouses or business associates. They do not know what these entitites do or
how they are related to CEs. When a patient wants their PHI, they make a request to the CE from
whom they received care. The CE should be responsible for ensuring BAs and clearinghouses
receive these requests and are able to fulfill them. These entities should have the option to either
send the information back to the CE for the CE to provide to the patient or to provide the
information to the patient directly.

If patients are made aware of BAs or clearinghouses on their own and would like to request PHI
directly from those entities, they should also be allowed to do so without having to go through
the CE.

The goal of ensuring access to PHI should be to make it as easy as possible for the patient to get
their PHI. Patients should not have to chase down multiple entities or follow up with multiple
entities or be blocked by BAAs from getting their information. For instance, a patient who wants
to get billing information from a hospital requests a copy of her record from that hospital. In the
request the patient asks for billing information. The hospital tells the patient that the patient must
ask the billing company directly but the billing company will not release this information
because they have a BAA with the hospital. As a result, the patient is unable to get a copy of her
billing records. The patient should be able to get these billing records from either the hospital or
the billing company directly. Instead, she is left going back and forth between entities to get the
information she need.

(c) Alternatively, should health care clearinghouses be treated only as covered entities—i.e., be
subject to all requirements and prohibitions in the HIPAA Rules concerning the use and
disclosure of PHI and the rights of individuals in the same way as other covered entities—and
not be considered business associates, or need a business associate agreement with a covered
entity, even when performing activities for, or on behalf of, other covered entities? Would this
change raise concerns for other covered entities about their inability to limit uses and
disclosures of PHI by health care clearinghouses? For example, would this change prevent
covered entities from providing assurances to individuals about how their PHI will be used and
disclosed? Or would covered entities be able to adequately fulfill individuals' expectations about
uses and disclosures through normal contract negotiations with health care clearinghouses,
without the need for a HIPAA business associate agreement? Would covered entities be able to
impose other contractual limitations on the uses and disclosures of PHI by the health care
clearinghouse?

Response: It would be clearer if clearinghouses were treated only as CEs and did not
have multiple designations. Such a change should not prevent CEs form providing assurance
about how their PHI will be used and disclosed ad clearinghouses will remain subject to the same
strict standards as other CEs. CEs may impose other contractual limitations on uses and
disclosures to further ensure patient privacy.

(d) If health care clearinghouses are not required to enter into business associate agreements
with the other covered entities for whom they perform business associate functions, should such



requirement also be eliminated for other covered entities when they perform business associate
functions for other covered entities?

Response: As with the response to question 5(d), it is clearer for patients and for all
entities if covered entities have only one designation.

(6) Do health care providers currently face barriers or delays when attempting to obtain PHI
from covered entities for treatment purposes? For example, do covered entities ever affirmatively
refuse or otherwise fail to share PHI for treatment purposes, require the requesting provider to
fill out paperwork not required by the HIPAA Rules to complete the disclosure (e.g., a form
representing that the requester is a covered health care provider and is treating the individual
about whom the request is made, etc.), or unreasonably delay sharing PHI for treatment
purposes? Please provide examples of any common scenarios that may illustrate the problem.

Response: I have not heard of any significant barriers or delays CEs face when
attempting to obtain PHI. Most of the obstacles faced in obtaining PHI are placed on patients as
described above in response to questions 1-4.

When there are refusals, however, or other “barriers,” including requests to fill out additional
information and obtain patient consent, this may be in the patient’s best interest. There are many
instances in which a patient does not want their information shared. For instance, a patient who
has a history of mental illness like Post Traumatic Stress Disorder (PTSD) may go see a
specialist orthopedist for a consult regarding an issue with their knee. The specialist may want
access to notes from the referring primary care physician (PCP). However, the patient, for fear of
stigma, may not want the sensitive health information about their PTSD to be divulged. Under
current rules, the PCP may share this information and deem it necessary for treatment purposes
(the exceptions for treatment and operation purposes being very broadly defined and interpreted).
But the PCP may also know that the patient does not want this information divulged and can
refuse to release it to the specialist orthopedist.

Another example may be an older woman who was sexually assaulted and an abortion a long
time ago. She may have shared this at some point with her OB/GYN but not want anyone to
know. Her PCP may want to coordinate care and ask for records from her OB/GYN. Because
reproductive health is sensitive and personal, disclosure of information entrusted to a doctor can
have devastating consequences. Even more so if this woman has kept this secret from her family
and her significant other or family also go to this PCP and the information is inadvertently
shared.

In other words, it is prudent in to want to have patient consent for sharing information, to have
“obstacles” and protections for patients that allow a doctor to refuse sharing information. Patients
and patients alone should have authority over their health information. Patients should be the
decision makers and determine what information they want shared, with whom they want it
shared, and when they want it shared. The OCR should focus on patients having timely access to
their own records, not the justifiable protections (like the ability to refuse to disclose) currently in
the rules.



(7) Should covered entities be required to disclose PHI when requested by another covered entity
for treatment purposes? Should the requirement extend to disclosures made for payment and/or
health care operations purposes generally, or, alternatively, only for specific payment or health
care operations purposes?

Response: No. CEs should not be required to disclose PHI to another CE. And CEs
should not be required to disclose PHI for payment or other health care operation purposes. CEs
should not be required to disclose PHI to anyone but the patient or the patient’s personal
representative.

See response to question 6. In sum, there are good reasons not to require sharing information
with other CEs. If CEs are required to share information, it may damage the relationship between
doctor and patient. Patients may be less likely to share information with their doctor, afraid that it
will be shared with others. Patients may be afraid that their information will result in stigma or
be used against them. HIPAA was meant to establish trust between doctor and patient – trust that
a patient could open up and share their most sensitive issues and know that they would not be
shared with others. Patients deserve the protections that exist in HIPAA – including that HIPAA
does not mandate sharing information.

There are consequences when too much information is shared. Patients can be denied treatment.
Patients can be given substandard treatment. Patients can face discrimination. Patients may even
avoid getting care altogether.

(a) Would this requirement improve care coordination and/or case management? Would it create
unintended burdens for covered entities or individuals? For example, would such a provision
require covered entities to establish new procedures to ensure that such requests were managed
and fulfilled pursuant to the new regulatory provision and, thus, impose new administrative costs
on covered entities? Or would the only new administrative costs arise because covered entities
would have to manage and fulfill requests for PHI that previously would not have been fulfilled?

Response: Requiring CEs to disclose PHI would not improve care coordination or case
management. Currently, there are already provisions in HIPAA that allow CEs and other case
management entities to share information for care coordination. These include broadly
interpreted provisions to share information for treatment and operations. Additionally, patients
can and do coordinate their own care by giving written consent to share information with other
CEs or third parties. Requiring CEs to share PHI will not further the aims of care coordination
but will, as described above, result in harm to many patients while taking away their autonomy to
direct and engage in their own care.

A requirement like this would undoubtedly create further administrative burdens for CEs. They
would indeed need to establish new procedures and burden their staff with fulfilling these
requests. In the meantime, providing patient a copy of their own records may become less of a
priority. If offices are already having difficulty fulfilling the current right of patients to obtain a
copy of their records, and the OCR would like to speed up the timeline for fulfilling these
requests, adding new requirements for CEs will overly encumber CEs.



The true burden of a proposal like this would fall on patients and would impede their care
coordination. If records are required to be shared, as discussed above, CEs may not be able to
fulfill requests in a timely manner. More importantly, this can result in patients having to track
down when records with incorrect information are shared. It is not uncommon for one doctor to
incorrectly enter into a patient’s record information about diagnoses, patient history, or
medications taken, etc. Once that information is put in the patient record, it often stays there.
When records are shared with incorrect information, this information is distributed to other CEs
and incorrectly entered into other charts with harmful effects. For example, a doctor incorrectly
writes in a patient record that the patient has type 2 diabetes when in fact the patient has type 1
diabetes. The patient may not be aware of this error and if they are admitted to the hospital for
the flu and the hospital asks for the patient record, they assume the patient has type 2 diabetes.
Meanwhile, the patient is not getting the proper care or amount of insulin they need to treat their
type 1 diabetes and falls into diabetic ketoacidosis.

If a patient does find out that there is an error in their record, they can request and amendment.
However, those amendment requests can be denied. And since, as will be discussed in part (c),
CEs do not at this time have to keep an accounting of disclosures for disclosures made for
treatment and operation purposes, a patient may not know where this information is being
shared. If they do find out who their information is shared with, patients then have to track down
each provider to correct the mistake (as they often cannot rely on records amendments to be
promulgated to other CEs who may have received their information).

CEs can already share information. Some may not, erroneously citing HIPAA constraints. Some
may not for proprietary and business reasons. But that does not mean we should loosen
protections for patients and require sharing. Requiring sharing will only create new
administrative costs and will harm patients – both by sharing information they may not want
shared (that they want their doctors to refuse to share) and sharing incorrect information.

Instead of requiring CEs to share PHI, the OCR should focus on ensuring patients have access to
their own records in a timely manner so they can direct and coordinate their own care. The OCR
should also focus on education and training for CEs so that they can understand the laws that
already allow them to share information.

Of note, if the OCR does impose such a requirement, it may strain the limited resources the
agency has to enforce HIPAA. Already the OCR takes months to follow up on even the simplest
of complaints, such as an individual right of access to their own records. If a requirement is
established for CEs to share information, this may lead to further delays in investigating and
resolving current complaints. The OCR cannot afford to add a new category of enforcement
when existing enforcement is already suffering from lack of resources.

(b) Should any limitation be placed on this requirement? For instance, should disclosures for
healthcare operations be treated differently than disclosures for treatment or payment? Or
should this requirement only apply to certain limited payment or health care operations
purposes? If so, why?



Response: See response to 7(a). There should be no requirement to share PHI between
CEs.

(c) Should business associates be subject to the disclosure requirement? Why or why not?

Response: See response to 7(a). There should be no requirement for BAs to share PHI.
As with the answers above, requirements to share PHI are detrimental to patients.

(8) Should any of the above proposed requirements to disclose PHI apply to all covered entities
(i.e., covered health care providers, health plans, and health care clearinghouses), or only a
subset of covered entities? If so, which entities and why?

Response: There should be no requirement to share PHI with anyone except the patient
or the patient’s representative. This is particularly true when it comes to health plans and health
care clearinghouses. If a CE is required to share information with these other CEs, information
about the patient may be shared to the detriment of patients. In particular, sharing this
information may result in health plans denying to approve claims for patients.

(9) Currently, HIPAA covered entities are permitted, but not required, to disclose PHI to a health
care provider who is not covered by HIPAA (i.e., a health care provider that does not engage in
electronic billing or other covered electronic transactions) for treatment and payment purposes
of either the covered entity or the non-covered health care provider.[16] Should a HIPAA covered
entity be required to disclose PHI to a non-covered health care provider with respect to any of
the matters discussed in Questions 7 and 8? Would such a requirement create any unintended
adverse consequences? For example, would a covered entity receiving the request want or need
to set up a new administrative process to confirm the identity of the requester? Do the risks
associated with disclosing PHI to health care providers not subject to HIPAA's privacy and
security protections outweigh the benefit of sharing PHI among all of an individual's health care
providers?

Response: See responses to question 7 and subparts (a), (b), and (c).

(10) Should a non-covered health care provider requesting PHI from a HIPAA covered entity
provide a verbal or written assurance that the request is for an accepted purpose (e.g., TPO)
before a potential disclosure requirement applies to the covered entity receiving the request? If
so, what type of assurance would provide the most protection to individuals without imposing
undue burdens on covered entities? How much would it cost covered entities to comply with this
requirement? Please provide specific cost estimates where available.

Response: See responses to question 7. There should be no requirement to share PHI
between health care providers, whether they are CEs or not. That said, any disclosure to another
health care provider without explicit consent of the patient should require verification that the
request is for treatment or operation purposes and that the provider has a relationship with the
patient.



(11) Should OCR create exceptions or limitations to a requirement for covered entities to disclose
PHI to other health care providers (or other covered entities) upon request? For example, should
the requirement be limited to PHI in a designated record set? Should psychotherapy notes or
other specific types of PHI (such as genetic information) be excluded from the disclosure
requirement unless expressly authorized by the individual?

Response: See responses to question 7. If such a requirement is imposed, exceptions and
limitations should be created, particularly for sensitive health information, including information
regarding substance use disorder, mental illness, HIV/AIDs information, genetic information.
This information is already held to a higher standard with provisions in other laws including 42
CFR Part 2 and GINA. The OCR should seek to align priorities for confidentiality with other
established laws.

(12) What timeliness requirement should be imposed on covered entities to disclose PHI that
another covered entity requests for TPO purposes, or a non-covered health care provider
requests for treatment or payment purposes? Should all covered entities be subject to the same
timeliness requirement? For instance, should covered providers be required to disclose PHI to
other covered providers within 30 days of receiving a request? Should covered providers and
health plans be required to disclose PHI to each other within 30 days of receiving a request? Is
there a more appropriate timeframe in which covered entities should disclose PHI for TPO
purposes? Should electronic records and records in other media forms (e.g., paper) be subject to
the same timeliness requirement? Should the same timeliness requirements apply to disclosures
to non-covered health care providers when PHI is sought for the treatment or payment purposes
of such health care providers?

Response: See responses to questions 1-4.

(13) Should individuals have a right to prevent certain disclosures of PHI that otherwise would
be required for disclosure? For example, should an individual be able to restrict or “opt out” of
certain types of required disclosures, such as for health care operations? Should any conditions
apply to limit an individual's ability to opt out of required disclosures? For example, should a
requirement to disclose PHI for treatment purposes override an individual's request to restrict
disclosures to which a covered entity previously agreed?

Response: HIPAA gives patients rights in terms of access to their information but few
rights in terms of how their information is shared. Patients should have rights to restrict sharing
of their information and their rights should supersede any other entity.

Currently, one of the only ways to opt out is if you pay cash to a provider and the provider
doesn’t bill insurance for the visit. Other protections exist for substance use, mental health,
HIV/AIDS, and genetic information. However, the laws that protect this information still remain
disjointed and can even vary by state. Patients do not have nearly enough rights in limiting
disclosure of PHI. Ultimately, patients are not at the center of their own care. Increasing patient
rights ensures patients autonomy and the ability to ensure they get the best care suited to their
needs.



If the OCR gives patients the ability to restrict or “opt out” of certain disclosures, the OCR will
also have to work with CEs and patients to develop guidance as to what such an “opt out” or
restriction means. Patients likely will not understand what “health care operations” refers to and
what specifically that includes. Already, patients are given the opportunity to “opt out” for
marketing purposes, yet few patients understand what this truly means. Patients may also be
afraid that if they “opt out” they may not receive care. They may feel they have to consent in
order to be seen.

Patients should have the right to opt out or impose restrictions. They should have a right to direct
their own care, which includes with whom their information is disclosed. To ensure any such
right, patients will need the tools to understand what they are opting out of and that it will not
affect their care.

(14) How would a general requirement for covered health care providers (or all covered entities)
to share PHI when requested by another covered health care provider (or other covered entity)
interact with other laws, such as 42 CFR part 2 or state laws that restrict the sharing of
information?

Response: See responses to questions 11 and 13. Requiring sharing of information would
be in direct contradiction of 42 CFR Part 2. As the OCR knows 42 CFR Part 2 requires a patient
to explicitly designate to whom PHI is being given. Further, any permission to disclose must be
time-limited and prohibit the information from being re-disclosed. While this only applies to
programs that treat substance use disorder, a general requirement would mean that any other CE
could ask for information from such a treatment program and the program would have to decide
whether to follow HIPAA or 42 CFR Part 2.

Already, people with substance use disorder do not have enough protections in federal law. A
requirement to share information would further subject these patients to stigma and harm by
allowing sensitive information to be shared with others who do not need to have access to this
information. Compassionate doctors who work with these patients know the stigma and harms
these patients face and can, right now, refuse to share information, thus protecting their patients.
If these doctors are required to share information, they can no longer protect their patients.

Treatment should uphold the doctor-patient relationship. Part of treatment is deciding who will
be involved in a patient’s care plan and that decision should be made by the patient and only the
patient. Doctors should have the autonomy to respect their patient’s wishes and refuse to share
information – particularly when the information is this sensitive. There are already exceptions
and guidance regarding when information can be shared in emergency situations or for public
health priorities. But patients should be given the opportunity to consent as is the law right now.
Patients should be at the center of their care.

The OCR should also view this issue on a wider scale. The Substance Abuse and Mental Health
Administration is already seeking to erode what few protections exist under 42 CFR Part 2. If the
OCR also erodes patient privacy protections, what will be left for those with substance use
disorder? As a result, patients may avoid seeking care, knowing that their information may be



shared with others. Patients may not be open and honest with their healthcare providers. Patients
may not feel safe and indeed might not be safe if their information is shared.

If the OCR really wants to focus on addressing the “opioid crisis” and facilitate coordinating
care, they will not loosen protections by requiring information sharing. Loosening protections
will only have the opposite effect, leaving patients without the care and safety they need.

(15) Should any new requirement imposed on covered health care providers (or all covered
entities) to share PHI when requested by another covered health care provider (or other covered
entity) require the requesting covered entity to get the explicit affirmative authorization of the
patient before initiating the request, or should a covered entity be allowed to make the request
based on the entity's professional judgment as to the best interest of the patient, based on the
good faith of the entity, or some other standard?

Response: See response to question 7. If there is a requirement for CEs to disclose PHI,
an explicit affirmative authorization should be required. As said frequently throughout these
responses, patients should be in charge of their own care and have the autonomy to decide who
receives their PHI. Professional judgment as to the best interest of the patient, based on the good
faith of the entity, is not an acceptable standard. While many CEs priorities do align with
patients, there are many times they do not.

For instance, a specialist doctor is treating a patient for a specific condition. The patient feels
comfortable opening up to that specialist doctor about sensitive mental health information that
the patient does not feel comfortable with anyone else knowing. The patient’s PCP asks for a
copy of the PHI for follow up purposes. The specialist doctor thinks, in his best judgment, that it
is in the best interest of the patient to share all PHI from his visits with the patient. Meanwhile,
the patient did not want this sensitive mental health information to be shared with their PCP.
While such disclosure is allowed under current HIPAA rules for TPO purposes, it leaves the
patient in a precarious situation. Their health care is no longer in their control. Information is
shared that they did not want to be shared. And now trust in both the specialist doctor and the
PCP is damaged as the patient is discouraged from talking to any provider about sensitive
information lest it be shared with others.

I would further add, if a requirement for sharing is imposed – with or without the patient’s
consent, only the minimum necessary information should be shared. Already the minimum
necessary standard is broadly interpreted in the health care provider’s favor by the OCR,
particularly in conjunction with the broad interpretation in the CEs favor for sharing information
for TPO purposes. This means that while information sharing should be restricted, often the OCR
does not enforce the restrictions in law. Required sharing further erodes the minimum necessary
standard. If the OCR were also to add standards of “professional judgment” and “good faith,”
they will also undoubtedly be interpreted in the health care provider’s favor, leaving patients
with even fewer rights.



(16) What considerations should OCR take into account to ensure that a potential Privacy Rule
requirement to disclose PHI is consistent with rulemaking by the Office of the National
Coordinator for Health Information Technology (ONC) to prohibit “information blocking,” as
defined by the 21st Century Cures Act?

Response: The 21st Century Cures Act was passed by Congress to invest in research,
incentivize drug and medical device development, and address issues of substance use disorder
and mental health. The law also focuses on encouraging interoperability efforts and sharing
information on substance use disorder and serious mental illness (which will be further discussed
in part b of the RFI).

Aims to stop information blocking speaks to all of these issues, which the government found to
be a priority in health care. Because electronic health records (EHRs) are proprietary, it has been
in the best interest of EHR vendors to block communication between and among EHRs.
Interoperability threatens current business models which seek to maximize profit by essentially
trapping health data within one EHR system. As a result, patients are left facing disparate EHR
systems that do not communicate PHI – for better or worse.

While a strong proponent of interoperability in theory, I believe that the endeavor is flawed as it
leaves patients out of the process. As discussed above in questions 6-12 and 15, there are good
reasons to restrict information sharing. Whether it be preventing sensitive information from
being shared between providers that the patient does not wish to be shared or incorrect
information being spread among systems, restricting sharing can ensure patients are in control of
their own healthcare. Interoperability takes rights to self-direct care away from patients. Already
patients are seeing this play out as EHRs shared by multiple CEs transmit information. As
discussed in question 1, Epic uses an HIE called Care Everywhere, transmitting information
between multiple CEs including hospitals, doctors, and pharmacies, among others. If a hospital
incorrectly inputs information into a patients EHR this is transmitted across multiple CEs. If a
pharmacy enters duplicate prescriptions (which happens often), it is transmitted across multiple
CEs. And unless a patient is diligent enough to check their EHR and ensure accuracy after every
encounter with a CE, this information continues to be passed along.

For example, a patient takes 10mg of Prozac per day for depression. The pharmacy fills the
prescription and the 10mg prescription is logged in the patient’s record. Later, the patient’s
psychiatrist decides that the patient should really be taking 20mg of Prozac per day. The
pharmacy fills the 20mg prescription in the chart without taking out the previous prescription for
10mg. Now the patient’s record includes two prescriptions and that information is transmitted to
the patient’s PCP. A prudent PCP goes over a medication list at each encounter, but there are
some who skip this vital step and thus makes their own prescribing recommendations based on
erroneous information.

Or, for another example, a patient has a history of pain that a PCP cannot sort out. As such, the
PCP writes in the chart that the patient’s pain is psychosomatic. The patient eventually cannot
handle the pain and goes to the emergency room for assistance. The emergency room doctor



pulls up the patient’s health record and reads this assessment and dismisses the patient’s pain.
Eventually the patient returns to the emergency room in a more dire state and doctors realize that
the PCP and previous emergency room doctor were wrong, that this was not psychosomatic but
was in fact a condition that they did not recognize and treat properly, which resulted in further
harm to the patient.

The idea of interoperability could help patients by transmitting crucial information like allergies,
medication lists, and diagnoses – which would help patients coordinate their care and be
essential in cases of emergency. However, without patients at the center of the discussion and
without means for patients to restrict or amend their records, interoperability can become a
nightmare.

While legislators wanted to address vendor incentives to keep information isolated, their method
to stop these practices by prohibiting information blocking may be short sighted. There are times
when information blocking is important. Incentives to create better EHR systems should always
involve the patient and give the patient autonomy and HIPAA rules should reflect these values.

(17) Should OCR expand the exceptions to the Privacy Rule's minimum necessary standard? For
instance, should population-based case management and care coordination activities, claims
management, review of health care services for appropriateness of care, utilization reviews, or
formulary development be excepted from the minimum necessary requirement? Would these
exceptions promote care coordination and/or case management? If so, how? Are there additional
exceptions to the minimum necessary standard that OCR should consider?

Response: See response to question 15. The OCR should not expand exceptions to the
minimum necessary standard. Already the minimum necessary standard is broadly interpreted in
the health care provider’s favor by the OCR, particularly in conjunction with the broad
interpretation in the CEs favor for sharing information for TPO purposes. This means that while
information sharing should be restricted, often the OCR does not enforce the restrictions in law.

Further eroding the minimum necessary standard by making exceptions for case management
and care coordination, claims management, review of services, utilization reviews, or formulary
development will not help patients. In fact, releasing more PHI than is necessary will hurt
patients. If more than the minimum necessary is shared, insurers may refuse more claims,
formularies may be developed that hurt patients, and more. For instance, if insurers get more
access to PHI for utilization review, they may decide that more patients are using novolog or
patients on novolog are seeing better outcomes over humalog. As such, the insurer might seek to
change their formulary and no longer cover humalog. Patients who then rely on humalog and
cannot take novolog will have to go to great lengths to get approval for the right type of insulin.

Additionally, the OCR should consider Fair Information Practice Principles (FIPPs) and other
information practices both in American and around the world. These practices provide guidelines
for information sharing to protect individuals’ privacy including guidelines on providing notice,
providing for choice and consent, allowing access, assuring integrity and security of data, and
giving individuals a means for enforcement and redress. All of these ideals align with HIPAA
Privacy, Security, and Breach Notification Rules. As does the priority to only share what is



minimally necessary to achieve the aims for which the data is shared. If the minimum necessary
rules were to be relaxed or eroded, it would stand in direct contradiction to international
agreements about data sharing. Further it would conflict with current efforts in multiple states to
develop policies that will restrict sharing of personal data and give individuals more control over
their own data.

(18) Should OCR modify the Privacy Rule to clarify the scope of covered entities' ability to
disclose PHI to social services agencies and community-based support programs where
necessary to facilitate treatment and coordination of care with the provision of other services to
the individual? For example, if a disabled individual needs housing near a specific health care
provider to facilitate their health care needs, to what extent should the Privacy Rule permit a
covered entity to disclose PHI to an agency that arranges for such housing? What limitations
should apply to such disclosures? For example, should this permission apply only where the
social service agency itself provides health care products or services? In order to make such
disclosures to social service agencies (or other organizations providing such social services),
should covered entities be required to enter into agreements with such entities that contain
provisions similar to the provisions in business associate agreements?

Response: The OCR should not modify the Privacy Rule to clarify the scope of a CE’s
ability to disclose PHI. Changes in HIPAA are not needed when the point is clarification.
Guidance, some of which the OCR has already developed, is what is more prudent. It is clear that
patients can direct their information to third parties including social service agencies and
community-based support programs with consent. Further, if those programs are indeed CEs
themselves, offering medical services, consent is not necessarily needed as it can fall under TPO.

Sharing information with social service agencies and community-based support programs may
be helpful in some circumstances but in many cases, it can also lead to discrimination and refusal
of services. The example of sharing information is perfect for an illustration of harm. While
discrimination in housing is illegal under the Fair Housing Act, many landlords still violate this
law by refusing housing to people with disabilities. Often the discrimination is not blatant and
excuses are made so this discrimination is not enforced. The problem persists however and if
PHI were shared disclosing disabilities – particularly disabilities related to mental illness – a
patient may find themselves facing more harm.

Limitations on disclosures should be at the patient’s discretion. Patients should be given the right
to consent to any transmission of PHI to other entities, including those who provide social
services and community-based support programs. Patients can give a broad consent or limited
consents to release of information depending on the services being provided. And as with
question 17, this information should be limited to the minimum necessary to obtain the needed
services. This is particularly important when those social services or community-based programs
are run by or funded by local, state, or federal government entities. For programs run by
government agencies or with their funds, patients may face legal consequences when their PHI is
shared (as will be discussed below in question 19).

If CEs are in regular contact with social service agencies or community-based programs to assist
patients in connecting with resources for things like housing, food, or other needs, CEs can make



a broad consent form to have on hand for this purpose. Business associate agreements (BAAs)
are not needed as these agencies are not working for the CE. Business Associates (BAs) are
generally thought to be entities working for or with CEs to provide services. Social services and
community-based services are independent of CEs and while they work together, they are not
providing the same services. It would likely create more confusion if these agencies were
deemed to be BAs.

Rather than creating new exceptions or developing BAAs, CEs should focus on individual
consent for sharing PHI. The OCR, too, should make this the priority so that the patient can
engage in directing their own care and service needs. The OCR should also prioritize education
and training for CEs, social service agencies, community-based programs, and patients so that all
entities are aware of the broad permissions under HIPAA and patients’ rights already in law that
allow access to their PHI with patient consent or for TPO.

(19) Should OCR expressly permit disclosures of PHI to multi-disciplinary/multi-agency teams
tasked with ensuring that individuals in need in a particular jurisdiction can access the full
spectrum of available health and social services? Should the permission be limited in some way
to prevent unintended adverse consequences for individuals? For example, should covered
entities be prevented from disclosing PHI under this permission to a multi-agency team that
includes a law enforcement official, given the potential to place individuals at legal risk? Should
a permission apply to multi-disciplinary teams that include law enforcement officials only if such
teams are established through a drug court program?  Should such a multi-disciplinary team be
required to enter into a business associate (or similar) agreement with the covered entity?  What
safeguards are essential to preserving individuals' privacy in this context?

Response: The OCR should not expressly permit disclosures of PHI to multi-
disciplinary/multi-agency teams. Any permission to disclose information should be limited to the
minimum necessary required to assist patients in getting services they need and should be
allowed only with the patient’s consent. The example given is apt. If PHI is disclosed to agencies
that includes law enforcement, patients can face potential legal risks – including criminal risks or
risks to custody of their children.

Again, a BAA is not needed in these circumstances as a patient consent for release of
information would allow multi-disciplinary/multi-agency teams to have access to a patient’s PHI.
Instead of asking just about safeguards for individual privacy, the OCR should also be asking
how to give patients control over their information – whether it be between CEs or from CEs to
other providers, health care entities, social services, community-based programs, or multi-
disciplinary/multi-agency teams. HIPAA has safeguards that are already not being utilized or
enforced – such as the minimum necessary standard. HIPAA should educate and train
professionals and patients about these rights and improve enforcement of the rights and laws in
existence.



(20) Would increased public outreach and education on existing provisions of the HIPAA Privacy
Rule that permit uses and disclosures of PHI for care coordination and/or case management,
without regulatory change, be sufficient to effectively facilitate these activities? If so, what form
should such outreach and education take and to what audience(s) should it be directed?

Response: Public outreach and education of existing provisions would be helpful to
facilitate care coordination and case management but would not be sufficient. Regulatory
changes need not be made. Rather outreach and education must be extended to CEs and
enforcement of existing rules should be made a priority.

Public outreach on behalf of the OCR has been dismal at best. The OCR’s website for patients is
not useful in its current form. More information and detailed guidance, needed by both patients
and CEs, is found on OCR’s provider-facing website. In general, if a patient wants to find
information on a specific topic, it is better if they go to the part of the HHS website that has
FAQs and guidance for providers. Even then, this information is not easy to find and can be hard
to sort through.

Public outreach is also limited in that the OCR does not use effective means to communicate
information on HIPAA. Other agencies have learned that using social media to disseminate
information can have a big impact. The OCR could consider using outlets like Twitter, Facebook,
and Instagram to provide HIPAA facts or links to resources.

But education for patients is not enough. CEs need to know the law too. Currently, there is wide
variation in CEs’ understanding of HIPAA rules – this extends to every level of a CE’s
organization including staff, technology support, and health care providers themselves. A recent
study fromYale found that:

“there are discrepancies in the information provided to patients regarding the medical
records release processes and noncompliance with federal and state regulations and
recommendations. Policies focused on improving patient access may require stricter
enforcement to ensure more transparent and less burdensome medical records request
processes for patients.”1

Specifically they found wide variances in terms of hospitals understanding of HIPAA, including:
 What forms patients need to fill out;
 If patients had to pick records up in person or if they could be faxed, emailed, provided

on CD, or provided in portals;
 Refusing to provide records in the format requested;
 Charging excessive fees to get records; and
 Not meeting processing times.2

1 Lye CT, Forman HP, Gao R, et al. Assessment of US Hospital Compliance With Regulations for Patients’ Requests
for Medical Records. JAMA Netw Open. 2018;1(6):e183014. doi:10.1001/jamanetworkopen.2018.3014
2 Id.



This demonstrates a woeful lack of education on behalf of CEs and ultimately leads to patients
being denied access or finding access delayed to their own health information (as discussed in
question 1) and inability to coordinate care.

Lack of education and proper training is in large part due to the fact that there are no training
standards. Currently, entities only have to undergo training when they are hired or when HIPAA
rules change. Some states mandate time limits and some entities impose “periodic” training
every one or two years, but these vary. Additionally, the contents of that training vary. HIPAA
training has become a big business with companies offering “HIPAA Certified” training or
modules that they guarantee will satisfy HIPAA requirements. Even among lawyers tasked with
training CEs, training may vary widely. Without some sort of standardization, different entities
and different staff members may be getting very different, and at times incorrect, information
about HIPAA.

For example, a lot of training focuses on keeping information private. Staff are trained that they
have to keep all information private in such a way that they come away understanding only to
protect information and do not understand that the rules do not mean to restrict access to
information to patients themselves. As a result, patients are often met with obstacles and
incorrect application of HIPAA. Case in point, a patient who requests a copy of their record be
sent to them via unsecure email will be told that an office cannot email them “because of
HIPAA,” when in fact 45 CFR 164.522(b) and associated guidance expressly permits this type of
communication.

Training is also not tailored to the audience intended. While a focus on keeping information
private may be useful for all, specific technology training may be needed for any IT personnel
who are considering levels of encryption for an organization. And health care providers may
need training tailored to how and when they can share information for TPO. Because training is
broad and ill-defined, it is unclear what anyone at any entity is aware of, and often this leads to
misunderstanding and misinterpretation of the law.

Thus, in addition to public outreach, the OCR needs to make a concerted effort in education and
training for CEs. Working on model training materials (much like the model BAA and model
NPP the OCR has developed) may help reduce confusion and misunderstanding. However this
too is not enough.

Education and training or CEs and public outreach for patients is meaningless without
enforcement. Currently, the OCR is deferential to CEs – generally providing only “technical
assistance” for Privacy Rule violations such as denying access to records, providing accounting
of disclosures, etc. HIPAA was developed with the sense that different CEs would have differing
levels of resources and the OCR should be flexible working with CEs to ensure compliance.
Unfortunately, this means a lack of real consequences for health care providers who are breaking
the law, and without these consequences, CEs continue to break the law.

There is a dichotomy in HIPAA enforcement where a culture of fear often induces staff to decry
that HIPAA will not let them release information in fear of legal repercussions, yet at the same
time the OCR does not often cite these same CEs for blatant violations. Thus we have the dual



problem of patients’ rights not being respected by CEs and not being enforced properly by the
OCR. In both instances, patients are hurt. If the OCR were to increase education and training
efforts and increase enforcement efforts, patients may actually see HIPAA compliance.
Unfortunately, right now, the only HIPAA enforcement patients see are the splashy headlines
announcing large fines for large security breaches. This seems to indicate a priority on behalf the
OCR to only pursue cases where there will be a large settlement rather than focusing on what
really matters to patients – access to their own information so that they can coordinate their own
care.

Which brings us back to public outreach. In addition to the above suggestions, the OCR should
be publishing press releases and working with news organizations to disseminate information on
violations of the Privacy Rule. If patients and CEs see press releases and articles discussing these
issues, they can learn about their rights and where to go to submit complaints for enforcement. If
the only press releases and articles patients see are where a hacker steals patient data, how can
they know that their individual access issues matter or that those issues can be addressed by the
OCR? And when those enforcement actions are taken, if CEs and their staff see them, they are
more likely to understand the law and work to ensure compliance.

In sum, public outreach and education needs to be enhanced but so too does education for CEs
and enforcement of HIPAA violations.

(21) Are there provisions of the HIPAA Rules that work well, generally or in specific
circumstances, to facilitate care coordination and/or case management? If so, please provide
information about how such provisions facilitate care coordination and/or case management. In
addition, could the aspects of these provisions that facilitate such activities be applied to
provisions that are not working as well?

Response: HIPAA Rules work well when they are applied and enforced properly.
Unfortunately, at this time, HIPAA is greatly misunderstood and misapplied by CEs and is not
adequately enforced by the OCR.

The best way to facilitate care coordination and/or case management is to put the patient at the
center of their care, to give them the opportunity to decide who gets access to their PHI and what
information is disclosed. To put the patient at the center would mean giving patients more rights
to their information and rights to restrict access. As increasing rights for patients is not likely, the
least the OCR can do is to not loosen protections already in existence and to enforce these
protections meaningfully.

b. Promoting Parental and Caregiver Involvement and Addressing the Opioid Crisis and
Serious Mental Illness

(22) What changes can be made to the Privacy Rule to help address the opioid epidemic? What
risks are associated with these changes? For example, is there concern that encouraging more
sharing of PHI in these circumstances may discourage individuals from seeking needed health
care services? Also is there concern that encouraging more sharing of PHI may interfere with



individuals' ability to direct and manage their own care? How should OCR balance the risk and
the benefit?

Response: While there is no doubt great suffering happening around the country due to
opioid deaths and illicit substance use, I will start by saying that the framing of this issue as a
“crisis” or “epidemic” does a great disservice to all patients and all with substance use disorder.
In history, labeling public health issues as “crises” or “epidemics” has led to panic and ill-formed
policy. While it is important to address the issue at hand, often policies put forth are kneejerk
reactions that have long-lasting unintended and truly harmful consequences. This is never more
apparent when discussing opioid policy. We have already seen that prescription drug monitoring
programs, forced tapering, or health care providers outright refusing opioids to patients has
resulted in patients turning to the black market, to illicit drugs, and even to suicide to manage
their pain. While intended to help prevent and address substance use disorder, society has done
irreparable damage to others who truly need compassionate care for painful conditions.

To share PHI of those with substance use disorder (SUD) or even those using substances at all
would be damaging to all patients. It is very likely to discourage individuals from seeking health
care for fear that their sensitive health information will be shared with others.

The OCR discusses how “some covered entities are reluctant to inform and involve the loved
ones of individuals facing such health crises for fear of violating HIPAA” and further expresses a
desire to “encourage covered entities to share PHI with family members, caregivers, and others.”
This is incredibly dangerous. In fact, the danger cannot be understated here.

Many people facing SUD or serious mental illness (SMI) have a history of abuse or trauma. And
often that abuse and trauma comes from family members, friends, caregivers, and others.
Inviting them in to have a role in a patient’s care could be fundamentally destructive to any
efforts to help the patient. It could mean meddling friends try to direct care inappropriately. It
could mean abusive mothers lying to health care providers and thus derailing therapeutic
endeavors. Not all family, friends, and caregivers are supportive. Just because they are in a
person’s life does not mean that they should have a say in that person’s care – especially when
that person is dealing with something as sensitive as SUD or SMI and may be particularly
vulnerable.

The risk here of involving individuals who may be abusive or counteract care needs far
outweighs any benefit. Patients should have the autonomy to direct their own care. They should
have the autonomy to decide who has access to their PHI and what PHI they have access to.
They should be able to trust that their health care provider will keep their information private and
secure. Without this trust, how can patients be expected to seek the care they need and open up
about the issues they are facing?

HIPAA already provides guidance and exceptions for sharing PHI around substance use and
mental illness. Instead of loosening protections for sharing PHI, the OCR should focus on
education and training to help CEs, patients, family, friends, caregivers, and others know what
exceptions exist while affording patients autonomy in their own care.



And finally, any policy made regarding information about substance use should be made in
conjunction with the ideals and standards set out in 42 CFR Part 2 as well as state laws that may
provide increased protection for this information.

(23) How can OCR amend the HIPAA Rules to address serious mental illness? For example, are
there changes that would facilitate treatment and care coordination for individuals with SMI, or
ensure that family members and other caregivers can be involved in an individual's care? What
are the perceived barriers to facilitating this treatment and care coordination? Would
encouraging more sharing in the context of SMI create concerns similar to any concerns raised
in relation to the previous question on the opioid epidemic? If so, how could such concerns be
mitigated?

Response: Serious mental illness (SMI) is not well defined. According to the National
Survey on Drug Use and Health under the Substance Abuse and Mental Health Services
Administration, SMI is3:

 A mental, behavioral, or emotional disorder (excluding developmental and substance use
disorders);

 Diagnosable currently or within the past year;
 Of sufficient duration to meet diagnostic criteria specified within the 4th edition of

the Diagnostic and Statistical Manual of Mental Disorders (DSM-IV); and,
 Resulting in serious functional impairment, which substantially interferes with or limits

one or more major life activities.

Essentially, this could apply to most diagnoses in the DSM. There is no list of what diagnoses
qualify as SMI nor is there clarification as to what the terms “serious functional impairment” or
“substantially interferes with or limits” consist of. Ultimately the term SMI is very stigmatizing
(implying that some mental illnesses are more serious, and perhaps even more harmful) and can
be interpreted very broadly and to the detriment of patients, particularly when sharing PHI.

As with question 22, it is dangerous to involve family members and other caregivers in a
patient’s care without patient consent. Many people who have mental illnesses came from
abusive or unsupportive environments. Inviting these individuals into care could be incredibly
harmful, particularly if the family and other caregivers are not truthful about their role in the
patient’s life. There are guidance and exceptions that allow family and others to be involved in
care to avert harm – including the ability to disclose when a patient has stopped taking their
medication or in an emergency. The patient also has the opportunity to consent to allow others to
be involved in their care at any time. These current exceptions are broad enough.

Consider this example, a patient has a suicide attempt. They are taken to the hospital and while in
the ICU recovering, the patient’s abusive father finds out what hospital they are in. The abusive
father calls the hospital saying how much they care about the patient and want to make sure the
patient is okay. Under current guidelines, depending on the CEs professional judgment of that

3 See Serious Mental Illness (SMI) Among U.S. Adults. Accessed February 3, 2019 at
https://www.nimh.nih.gov/health/statistics/prevalence/serious-mental-illness-smi-among-us-
adults.shtml/index.shtml. See also Mental Health and Substance Use Disorders. Accessed February 3, 2019 at
https://www.samhsa.gov/find-help/disorders.



patient’s needs and ability to respond, the CE could disclose PHI to this father. The CE does not
have to understand the patient’s relationship with the father. The PHI then disclosed can be used
to harm the patient. That situation is already allowed under current HIPAA rules. It should not
be, but it is.

Now consider if we expanded those rules to allow family to get access to PHI beyond emergent
circumstances. Imagine if that same patient is transferred to a mental health hospital and the
abusive mother finds out where the patient is. The mother decides that she wants to be involved
in the patient’s care and calls the mental health hospital demanding to know the patient’s
diagnoses, treatment plan, progress, etc. The mother lies to health care providers and meddles in
care to the detriment of the patient. As a result, the patient is left with more trauma and less
autonomy. Instead of facilitating care, a policy that would allow family or others access to PHI
for patients with mental illness would destroy care.

Knowing that family or friends may not have the best interest of the patient in mind or may have
abusive or non-supportive relationships with the patient, and fearing that their information may
be released to these individuals, patients may avoid seeking care altogether. Or if they do, trust in
the health care provider-patient relationship may be compromised with the patient feeling they
cannot be truly open. For instance, what if they want to talk about how their mother has harmed
them but know that the mother may learn about what the patient says and retaliate? In this
situation, a patient would not be able to trust to divulge information that could help them process
past trauma, set healthy boundaries, and manage their illness.

Some family members, friends, and caregivers may claim that HIPAA is too burdensome and
they need to be allowed to have access to a patient’s PHI. They may discuss instances where they
were erroneously denied access even with patient consent and how they do not believe they
should have to fill out extra paperwork to be involved in care. These claims do a great disservice
to all patients, including those they want to ostensibly help. Protections in HIPAA are there for a
reason. While an erroneous denial may have occurred, that is not a reason to get rid of current
protections. Rather, it is an indication that education, training, and enforcement need to be
improved. Getting rid of protections would be a convenience for these individuals, making it
easier to have access to records, but changing HIPAA for the sake of convenience goes against
the entire spirit of the law.

People with mental illness are more likely to face violence and abuse than other segments of the
community. They should be afforded increased protections, including from protections from
individuals in their lives that may have perpetuated or are perpetuating abuse and violence. The
risk to these individuals far outweighs any family member’s desire for it to be more convenient
to access a patient’s PHI.



(24) Are there circumstances in which parents have been unable to gain access to their minor
child's health information, especially where the child has substance use disorder (such as opioid
use disorder) or mental health issues, because of HIPAA? Please specify, if known, how the
inability to access a minor child's information was due to HIPAA, and not state or other law.

Response: See answers to questions 22 and 23. HIPAA currently has exceptions and
guidance aimed at informing parents and health care providers sharing minors’ PHI. These
exceptions are quite broad and leave many minors without protections they need. Generally,
inability to gain access to this information is due to a misunderstanding or misapplication of the
law by CEs and their staff saying that information cannot be released “because of HIPAA” even
with patient consent. As a result, many parents feel that HIPAA is too restrictive and would like
to remove the few protections that exist.

We realized decades ago that as children age, they may have good reason for wanting privacy
with their healthcare. Specifically, we realized that females who become pregnant at a young age
may need privacy to get the healthcare they need. We saw parents forcing teens to get abortions
or forcing them to keep pregnancies. We saw parents keeping teens from getting reproductive
education and care, including contraceptives and STD testing. These issues persist today. As a
result, teenagers and young adults are often afraid to seek care. In 2016, the CDC found that4:

 About 7% of persons aged 15–25 would not seek sexual or reproductive health care
because of concerns that their parents might find out about it.

 For females aged 15–17 and 18–25, those who had confidentiality concerns were less
likely to receive sexual and reproductive health services in the past year compared with
those without these concerns.

 Less than one-half of teenagers aged 15–17 (38.1%) spent some time alone in the past
year during a visit with a doctor or other health care provider without a parent, relative, or
guardian in the room.

 Teenagers aged 15–17 who spent some time alone during a visit with a health care
provider were more likely to have received sexual or reproductive health services in the
past year compared with those who had not.

These same statistics could apply, or even be worse, for minors seeking care for SUD or SMI.
While we’d like to believe that families are supportive and want the best for their children, not
all families are or do. And even if some families could be supportive, some minors may still fear
their family will not understand. Fear, whether “justified” or not, may mean minors will not seek
care because they don’t their family will find out.

It is important to note that many minors with SUD or SMI may have faced or are facing abuse.
These minors need privacy and protection and the ability to talk openly with their health care
providers. Allowing parents to have unfettered access to or even simply easier access to a
minor’s PHI, minors may be left without an outlet to discuss their health and home situation and
get the help they need.

4 Copen CE, Dittus PJ, Leichliter JS. Confidentiality concerns and sexual and reproductive health care among
adolescents and young adults aged 15–25. NCHS data brief, no 266. Hyattsville, MD: National Center for Health
Statistics. 2016.



Further, the OCR must consider marginalized populations like LGBTQ youth. Minors
identifying across the spectrum may have questions they want to ask their health care provider,
questions that if their parents found out could have grave consequences. For instance, a gay
teenager wants to discuss reproductive health but their parents do not know their child is gay. If
parents gain more access to PHI, the minor could be outed and if the parent believes that being
gay is a sin, they could try to impose punishment or “treatments” on the minor to try to change
their sexual orientation.

Or consider a transgender minor who wants to discuss the possibility of transitioning one day
with their health care provider. Imagine if the minor was also diagnosed as having major
depressive disorder or dysphoria or generalized anxiety disorder, all which could fall under SMI.
Under the guise of care coordination and helping stop the “opioid crisis,” the OCR would like to
prioritize giving parents greater access to this information. But if a parent is not supportive of
their transgender child gets access to this information, they could very well (and it has happened
far too often) throw the minor out of their house or perpetrate abuse on the minor.

Minors deserve protection. Minors deserve protection so they can feel comfortable seeking
health care. Minors deserve protection so they can discuss issues that matter to them. Minors
deserve protection from abuse and mistreatment. While loosening restrictions on access to
minors’ PHI may seem like a good idea to help patients have a role in minors’ care, loosening
restrictions will harm many minors in ways that far outweigh the inconvenience of having to get
a signature for consent to share information. Protecting minors from abuse should always be the
priority.

Not only should the OCR increase education and training so that parents and CEs are aware of
the current law, the OCR might consider increasing awareness specifically aimed at minors so
that minors understand their rights under HIPAA. Minors should be made aware of the
protections HIPAA affords them as well as the ways they can have a role in sharing their
information. Engaging minors in their own care and giving them appropriate autonomy would do
more to facilitate care than loosening restrictions.

(25) Could changes to the Privacy Rule help ensure that parents are able to obtain the treatment
information of their minor children, especially where the child has substance use disorder
(including opioid use disorder) or mental health issues, or are existing permissions adequate? If
the Privacy Rule is modified, what limitations on parental access should apply to respect any
privacy interests of the minor child?

Response: See answer to question 24.



(a) Currently, the Privacy Rule generally defers to state law with respect to whether a parent or
guardian is the personal representative of an unemancipated minor child and, thus, whether such
parent or guardian could obtain PHI about the child as his/her personal representative; if
someone other than the parent or guardian can or does provide consent for particular health
care services, the parent or guardian is generally not the child's personal representative with
respect to such health care services. Should these standards be reconsidered generally, or
specifically where the child has substance use disorder or mental health issues?

Response: No. Standards of who is or is not a personal representative for a child should
not be reconsidered. It seems that the OCR would like to broaden the standard for who might be
considered a personal representative. The OCR should defer to states in this regard or set a
rigorous confidentiality standard that will protect a minor’s PHI from being released to those
who should not be involved in their care. Not all parents are personal representatives for a
reason. There are often very fraught legal cases involving guardianship of a child wherein the
court decides what is in the minor’s best interest. The nuance involved in making these decisions
and why should not be overruled by the OCR determining that others should have access to a
minors’ PHI.

(b) Should any changes be made to specifically allow parents or spouses greater access to the
treatment information of their children or spouses who have reached the age of majority? If the
Privacy Rule is changed to encourage parental and spousal involvement, what limitations should
apply to respect the privacy interests of the individual receiving treatment?

Response: No. See response to questions 22-24. Involving family in care can be
dangerous. Allowing parents or spouses to have greater access to a patient’s PHI can be
dangerous. For instance, a woman who is trying to escape domestic violence sees her PCP and
discusses how she is depressed and anxious, saying it is because of stress of caring for her
children and not yet ready to divulge the abuse she is facing. The spouse finds out that the
woman went to the doctor and asks the doctor to be involved in her care. The abusive spouse gets
his wife’s PHI and threatens the wife that if she tries to leave, he will tell the whole world she is
crazy and will share the doctor’s notes with the courts so she will not get custody of their
children. As a result, the woman stays with her spouse though she is scared and knows what he is
capable of and a month later he shoots her to death.

Again, parents and spouses often see the protections of HIPAA as cumbersome. Some are denied
access to a patient’s PHI erroneously even when the patient has given consent or an exception
applies. This is mostly due to miseducation and misapplication of the law. Many family, friends,
caregivers, spouses, and others would like to loosen HIPAA restrictions for convenience sake –
to not have to sign a piece of paper or fight staff who do not understand HIPAA. These are not
good reasons to loosen privacy protections. The harm that could result far outweighs the
convenience these individuals seek. Increased education can address their concerns. It is not
hyperbole to say that taking privacy rights away can lead to death.

(c) Should changes be made to allow adult children to access the treatment records of their
parents in certain circumstances, even where an adult child is not the parent's personal
representative? Or are existing permissions sufficient? For instance, should a child be able to



access basic information about the condition of a parent who is being treated for early-onset
dementia or inheritable diseases? If so, what limitations should apply to respect the privacy
interests of a parent?

Response: No, changes should not be made to reduce privacy rights of parents. Only a
patient’s personal representative or party designated in a release should have access to treatment
records. Parents may have good reason to keep information from their children, even into old age
and especially if they have dementia or illnesses like Alzheimer’s. For instance, a parent may
have had an abortion when they were younger and this information may be kept in their
treatment records. A parent may not want their children to ever know this information and they
should have a right to keep it private. If they are healthy and their cognitive abilities are intact,
they are likely to be able to control access to this information. However, if they develop a
cognitive impairment, they may not have the wherewithal to direct their care and restrict access.
Their personal representative at that point can ensure information is kept private on behalf of the
parent. But if adult children are allowed access to the parent’s PHI, the parent is no longer
protected. Having access to this information will not facilitate care coordination but may result in
harm to the parent. A patient gets to choose who a personal representative might be for a reason.
The patient gets to direct their care. If a personal representative is assigned by the courts, that
person is chosen in the patient’s best interest. Adult children of a parent may not be chosen as a
personal representative for a reason and that protection should remain.

As to “inheritable diseases” this is a confounding place to add that clause. While not defined
here, ostensibly the OCR means genetic information. It is understandable that family members
would have an interest in genetic information. And because we know substance abuse and mental
illness are genetically related, this information might be helpful in illness prevention and
management efforts. However, we are still expanding our understanding of genetic information.
While we know certain alleles may be correlated with certain illnesses, we still cannot predict
with certainty if a person will develop that illness or what epigenetic changes might occur to
increase or decrease likelihood of developing an illness. Policy around genetics – including
research and data sharing – is rapidly changing right now. While the OCR should address sharing
genetic information as an issue, this may not be the time or place to do so. Certainly, sharing this
information right now will not facilitate care coordination for the patient but could lead to
discrimination and loss of autonomy for patients who wish to keep this information private.

The OCR should work with the Equal Employment Opportunity Commission who oversee the
Genetic Information Nondiscrimination Act (GINA), researchers, technology companies, health
care providers, and patients to develop robust policies around sharing genetic information but it
should not be done under the guise that it will address the opioid crisis or serious mental illness
while taking away patients’ ability to direct their own care and who has access to their PHI.



(26) The Privacy Rule currently defers to state or other applicable law to determine the authority
of a person, such as a parent or spouse, to act as a personal representative of an individual in
making decisions related to their health care. How should OCR reconcile any changes to a
personal representative's authority under HIPAA with state laws that define the scope of parental
or spousal authority for state law purposes?

Response: See response to 25(a).

c. Accounting of Disclosures

(27) How many requests for an accounting of disclosures do covered entities receive annually
and from what percentage of total patients? Of these, how many requests specify a particular
preferred electronic form or format, and to what extent do covered entities provide the
accounting in the requested form or format?

Response: I cannot say how many requests for accounting of disclosures (AoDs) covered
entities receive annually or from what percentage of total patients, but I can imagine that the
numbers are very low. Most patients are unaware of AoDs or their right to obtain them and thus
do not request them. Worse, most health care providers have no idea what an AoD is. Almost
every time I have requested an AoD, I have had to explain what it is to a health care provider.
When I talked with one health care provider’s office, they told me that they asked the doctor and
he did not remember ever sharing my information. I explained that I appreciated this information
but it is hard to rely on my doctor’s memory given he has thousands of patients and had been
treating me for years. While I would like to believe he did not share my information, without a
formal recording system, I will never know.

Even those who think they know what an AoD is do not send compliant AoDs. Most send a
printout from their electronic health record (EHR) system. These often miss at least one aspect of
the AoD requirements, particularly the purpose for which the information was sent. And the
entity receiving the information cannot always account for why they received the information
either. For instance, I once received an AoD from the hospital with two entries. One entry was
for my PHI being given to a state agency, the name of the agency was listed but not the purpose.
The hospital could not tell me the purpose, so I called the state agency and they said they did not
keep track of the PHI disclosed to them. Later the hospital told me that the AoD they gave me
was in error and the entry was actually from another hospital using the same EHR.

If patients and providers do not know what AoDs are or what constitutes a compliant AoD, how
can any statistics provided in response to this question be an accurate projection of the impact of
AoDs? The concern is that if the statistics provided here show that few patients ask for AoDs, the
OCR will deem them as unnecessary and irrelevant and try to get rid of them all together.
However, this information is important. Patients should know who has copies of their PHI and
why. This information can be tracked easily with existing technology and yet it is not.

HITECH required expanding AoDs to TPOs and yet the OCR has done nothing to act on this
requirement for years. In fact, OCR ignored previous attempts to expand AoDs. It seems that the
OCR is not interested in helping people obtain this vital information and it is unacceptable.



(28) How much time do covered entities take to respond to an individual's request for an
accounting of disclosures? How many worker-hours are needed to produce the accounting?
What is the average number of days between receipt of a request and providing the accounting to
the requesting individual? How would these estimated time periods change, if at all, if covered
entities were to provide a full accounting of disclosures for TPO purposes? What is the basis for
these revised estimates?

Response: Providers get 60 days to respond to a request for an AoD. It takes about that
long to actually get to that AoD, which is far longer than it should take. This is an especially
absurd amount of time given that most AoDs can simply be printed from EHRs with the click of
a button. If CEs were to add TPOs to these accountings, it should not actually take more time
because, again, these accountings are usually easily accessible. For those CEs that do not have an
EHR with this feature, it still should not take long. Good record keeping should mean CEs have
access to this information almost instantaneously.

An example of EHRs that track accountings of disclosures for treatment and operation purposes
can be found in Epic’s Care Everywhere platform which I discuss in questions 1 and 16. The
Care Everywhere platform automatically transmits documents like a “continuity of care”
document to others in its system including health care providers, hospitals, and pharmacies
among others. Interestingly, when I have asked health care providers for an AoD and they have
provided this document, the health care providers had no idea that the information was being
transmitted or what was in the documents listed as shared. Only through investigating myself
was I able to understand that Care Everywhere is essentially a Health Information Exchange
(HIE) that offered some interoperability between CEs

Ultimately, whether they know what information is being transmitted or not, the point is that
AoDs are not understood by providers but they are already being recorded electronically by
EHRs, including AoDs of patients’ treatment information (which is not currently required).

(29) If your covered entity does capture and maintain information about TPO accounting, even
though it is not currently required by the Privacy Rule, what is the average number of TPO
disclosures made by the entity for a given individual in a calendar year? How many such
disclosures are made from EHRs?

Response: See response to question 29. If CEs do not know that their EHRs are already
capturing this information, it may be difficult for them to answer this question. Averaging this
information out per patient is not necessarily helpful. Nor is giving a total number of TPOs. This
amount will vary greatly based on patient population and specific patients. For instance, one
patient may see 12 different providers in different systems while another patient may only see a
primary care provider while yet another patient may see 12 different providers who are all in the
same system. The first patient would then have a substantial amount of disclosures for TPOs
while the other two patients may have no disclosures for TPOs (the second patient because they
only see one doctor and the third because TPOs are not often tracked within organizations).



(30) In what scenarios would a business associate make a disclosure of PHI for TPO through an
EHR? What is the average number of such disclosures for a given individual in a calendar year,
if known?

Response: I do not know what scenarios would lead to a business associate (BA)
disclosing PHI for TPO through an EHR. I have yet to see an AoD with such a record of
disclosure. Perhaps if a claim is denied and the patient portal is connected to the EHR?
Regardless, if they are making such disclosures, they should also be tracked. Patients should
know where their information is going and what information is being shared. In a world where
policy proposals are coming forward to make clear that individuals have rights to their own data
– including its disclosure and use – the OCR should make it a priority to ensure patients’ rights
mirror these ideals.

(31) Should the Department require covered entities to account for their business associates'
disclosures for TPO, or should a covered entity be allowed to refer an individual to its business
associate(s) to obtain this information? What benefits and burdens would covered entities and
individuals experience under either of these options?

Response: To rephrase this question: Should CEs be on the hook to account for any
disclosures their BA makes? Or should CEs say to patients they have to go directly to the BA to
find out who a BA gave their information to?

Given that most patients don’t know what a BA is or does, patients rely on CEs to let them know
what BAs they work with. Having a CE say to a patient that the patient has to seek information
elsewhere puts an undue burden on the patient who is seeking information about their care.
Decentralization of who has access to and is sharing your information is quite problematic for
everyone, especially patients. Making patients go to BAs directly only causes more confusion,
time concerns, and extra work that they should not have to undertake.

CEs should be responsible for providing AoDs because that’s where patients go for information
about their care.

(32) For existing EHR systems:

(a) Is the system able to distinguish between “uses” and “disclosures” as those terms are
defined under the Privacy Rule at 45 CFR 160.103? (Note that the term “disclosure” includes,
but is not limited to, the sharing of information between a hospital and physicians who may have
staff privileges but who are not members of its workforce).

Response: See response to question 27. It has been my experience that EHR systems do
not distinguish between uses and disclosures and that they primarily only account for disclosures.



(b) If the existing system only records access to information without identifying whether such
access represents a use or disclosure, what information is recorded about each instance of
access? How long is such information retained? What would be the burden for covered entities
to retain the information for three years? Once collected, what additional costs or other
resources would be required to maintain the data for each subsequent year? At what point would
retention of the information be excessively burdensome? OCR requests specific examples and
cost estimates, where available.

Response: Typically, the AoDs I have seen include the following information: Requester,
Release Type, Selected Records, Disclosed Information, Authorization Type, Date Released,
Address, Phone. Contrary to HIPAA regulations, purpose of disclosure and use of information is
generally not recorded.

While the OCR discuses obtaining the information for three years, this may create confusion.
The OCR should seek to align retention of this information with current state medical retention
laws which range from about seven to ten years. Having different time frames for records
retention is inefficient. Since this information is mainly digital and contains important details
about where and with whom a patient’s information was shared, it should be considered part of
the designated record set and retained alongside other patient PHI.

Maintaining this information is also in the CEs best interest as they work to track access to
information under the Security Rule. Further, it can help patients and CEs track down PHI that
may be incorrect so they can fix the information and ensure all entities who had access to that
PHI receive corrected information – especially when an amendment to the record is made.

(c) If the system is able to distinguish between uses and disclosures of information, what details
regarding each disclosure are automatically collected by the system (i.e., collected without
requiring any additional manual input by the person making the disclosure)? What information,
if any, is manually entered by the person making the disclosure or accessing the information?

Response: I do not think much information is being entered by hand at this point. I think
many CEs are relying on EHRs to track some of this information. Regardless, the information
that is being filled out by hand and the information captured in EHRs is lacking. Particularly for
AoDs that are not for TPO purposes (see response to question 27 for an example on sharing with
a state agency). And again, manual entry is probably limited because as I say in my response to
question 27, many CEs do not know what AoDs are and are not keeping track of them.

(d) If the system is able to distinguish between uses and disclosures of information, what data
elements are automatically collected by the system for uses (i.e., collected without requiring any
additional manual input by the person making the disclosure)? What information, if any, is
manually entered by the person making the use?

Response: See response to question 32(a). Most systems do not distinguish between use
and disclosure and are not capturing all the information required by HIPAA, including the
purpose of disclosure. Among the different types of information that might be in an AoD are –
Requester, Release Type, Selected Records, Disclosed Information, Authorization Type, Date



Released, Address, Phone. These may be auto-generated in an EHR like Epic, but for other CEs
some of this information may need to be manually entered or chosen from drop-down boxes with
lists to choose from.

While the OCR is focused on whether uses and disclosures can be separately tracked, it is far
more important to track purpose for disclosure.

(e) If the system is able to distinguish between uses and disclosures of information, does it record
a description of disclosures in a standardized manner (for example, does the system offer or
require a user to select from a limited list of types of disclosures)? If yes, is the feature being
utilized? What are the benefits and drawbacks?

Response: See response to question 32(b) and (d). It seems that most systems record a
description in a standardized manner. Under the headings like “Selected Records” may be listed
“Continuity of Care Document” or “Progress Notes.” While under “Disclosed Information” the
AoD might list “CE Encounter List” or “Individual Notes.” The benefits to this are
standardization for consistency. However this standardization means nothing when there is no
key to deciphering what these terms mean. AoDs that are provided to a patient with “CE
Encounter List” have to track down what that list may include. If these terms are to be used,
patients need to be given a list of what they mean.

(f) To what extent do covered entities maintain a single, centralized EHR system versus a
decentralized system (e.g., different departments maintain different EHR systems, and an
accounting of disclosures for TPO would need to be tracked for each system)? To what extent are
covered entities that currently use decentralized systems planning to migrate to centralized
systems or vice versa? How is the industry mix of centralized and decentralized systems likely to
change over the next five or ten years?

Response: See response to question 27 wherein I discuss that I requested an AoD for one
hospital and was given results for two hospitals that use the same EHR system. I do believe that
connected systems keep the same information about AoDs.

Over the next 5-10 years AoDs are likely to become even more centralized, especially with
continued policy pressure to pursue interoperability. If systems do become interoperable though,
that does not mean that accounting of disclosures will be a priority and it does not mean it will be
any easier for patients to access AoDs – especially if the information is not automatically
considered part of the patient’s designated record set.

(g) Do existing EHR systems automatically generate an accounting of disclosures under the
current Privacy Rule (i.e., does the system account for disclosures other than to carry out TPO)?
If so, what would be the additional burden to also account for disclosures to carry out TPO? If
not, to what extent do covered entities use a separate system or module to generate an
accounting of disclosures, and does the system interface with the EHR system? OCR requests
cost estimates, where available.

Response: See response to question 27.



(33) If an EHR is not currently able to account for disclosures of an EHR to carry out TPO, what
would be the burden, in time and financial costs, for covered entities and/or their vendors to
implement such a feature?

Response: It could be a great financial cost for CEs who do not have EHRs that can
account for disclosures for TPO to implement a feature for this purpose. EHR vendors have
already bilked a lot of money from providers who invested in their systems. Adding a feature or
module to an existing product would not be an insubstantial cost. CEs cannot easily switch EHR
vendors to one that does have this feature as it would take a lot of money as well as investment in
training to use a new system.

However, this does not mean that providing AoDs for TPOs should be dismissed. Already the
OCR has taken too long to implement this requirement and further delays are not warranted.
Patients should have access to this information and the technological investment required to
make it happen needs to be made a priority.

(34) For covered entities already planning to adopt new EHRs, to what extent would a
requirement to track TPO disclosures affect the cost of the new system?

Response: This is an interesting question in part because it speaks to a larger issue –
specifically, if CEs are planning to adopt new EHRs. This question would be much more helpful
if it were in fact asking if CEs are planning to adopt new EHRs and why. I highly doubt the CE
themselves know the cost of a requirement to track TPOs. That is information that a vendor or
technology expert could better address. A more appropriate question would be to ask CEs to what
extent would having this feature in an EHR incentivize their willingness to invest in adopting
that EHR.

(35) A covered entity's Notice of Privacy Practices must inform individuals of the right to obtain
an accounting of disclosures. Is this notice sufficient to make patients aware of this right? If not,
what actions by OCR could effectively raise awareness?

Response: The Notice of Privacy Practices (NPPs) is not sufficient to make patients
aware of this right. While discussed in further detail in section (e) below, essentially NPPs are
not adequately informing patients of any of their rights, including AoDs. As discussed in
response to question 27, most patients are unaware of AoDs, what they are, or their rights to
them. And most CEs are similarly unaware of the HIPAA rules around AoDs.

Raising awareness has to be on both sides. Raising awareness must be done through better
materials to educate patients but also better training to providers. For patients, the OCR can use
educational tactics as discussed in the response to question 20. Specifically:

Public outreach is also limited in that the OCR does not use effective means to
communicate information on HIPAA. Other agencies have learned that using social
media to disseminate information can have a big impact. The OCR could consider using



outlets like Twitter, Facebook, and Instagram to provide HIPAA facts or links to
resources.

In response to question 20, I also point out to the HHS website’s inadequacy. Information is not
easy to find and often more detailed information is found on the CE-facing site pages.

Truly though, I don’t necessarily think that patients should have to know about AoDs. I think
AoDs should be part of the patient’s designated record set. They should not be separate. Patients
should not have to wait 60 days for AoDs as they should be included with any records request a
patient makes.

(36) Why do individuals make requests for an accounting of disclosures under the current rule?
Why would individuals make requests for an accounting of TPO disclosures made through
EHRs?

Response: Why would a patient want an AoD? There are many reasons that patients may
want an AoD and they should not have to explain why. While the OCR is likely just looking for
information here, it does feel a bit like they are asking for a justification to keep and expand the
requirement for AoDs. Ultimately, it is the patient’s information and they should know who is
getting it and why. That said, a few reasons to ask for an AoD include:

 Concern that information is being shared that shouldn’t be;
 Wanting to know who is involved in a patient’s care;
 Wanting to be have an active role in one’s own care.
 Wanting to follow up on records amendments;
 Wanting to correct erroneous information in the record or know who spread said

erroneous information; and
 Plain curiosity.

.
I became interested in AoDs as a patient when two doctors shared information about me that they
should not have. One doctor noted in my chart on her portal and the other doctor did not make a
note. My care was compromised when this information was shared. Ultimately, the OCR decided
that there was no violation and determined it was for TPO, interpreting both the exception and
the minimum necessary standard broadly in the CEs’ favor. As a patient, I was actively harmed
by two providers because of this disclosure and no one was held accountable.

Now, as I submit records requests, I always ask for an AoD. I always look to see if something
was shared that might compromise my care so that I can talk to my doctors about it and be part
of my care instead of care going on without me.

What is frustrating about this question is it asks why I want a record of who has my information
while throughout the RFI, it is a clear priority that the OCR seems to think that everyone should
have access to my information – other CEs, community-based programs, friends and family, etc.
– yet at the same time the OCR cannot understand why I would want to know what information
is being shared with whom and when. My information is easily shared with other providers
(whether I want it to or not), but I’m restricted in what I can know or what information I get
about my own care.



If we want a system where patients are engaged in their care and care is coordinated, then
patients need access to all of their information – including AoDs.

(37) What data elements should be provided in an accounting of TPO disclosures, and why?
How important is it to individuals to know the specific purpose of a disclosure—i.e., would it be
sufficient to describe the purpose generally (e.g., for “for treatment,” “for payment,” or “for
health care operations purposes”), or is more detail necessary for the accounting to be of value?
To what extent are individuals familiar with the range of activities that constitute “health care
operations?” On what basis do commenters make this assessment?

Response: Knowing the specific purpose of disclosures is the entire point of AoDs. It is
nice to know that it was shared, but patients need to know why. There needs to be a justification
for sending patient information. It cannot simply be shared without accountability. The date,
where information went, and what it consisted of is not enough. The why is the fundamental
portion of an AoD that needs to exist and rarely does. General purpose disclosures are not
sufficiently informative.

Indicating “for treatment” is also too broad and not informative. In the example in response to
question 36, if a TPO disclosure was made, my doctors could have written “for treatment” when
they were talking about sensitive information. But it was not really “for treatment” at all.
Without specifics, health care providers can share all sorts of information without any recourse
for patients who are harmed by said disclosures. If providers are sharing information, they need a
good, specific reason for it to be shared and that reason needs to be document.

The second part of this question speaks to the first, most don’t know how broadly “health care
operations” is defined. Continuing to allow CEs to cite such broad headings does not help
patients who want to be involved in their own care.

(38) How frequently do individuals who obtain an accounting of disclosures request additional
information not currently required to be included in the accounting (e.g., information about
internal uses or about disclosures for TPO)? What additional information do they request, and
do covered entities provide the additional information? Why or why not?

Response: See response to question 27. Since most patients do not know what an AoD is
or what it consists of, it is likely that when they make a request, they request additional
information that is not required to be disclosed. Educating the public about AoDs may resolve
this issue. But it may also be prudent to understand that if patients are regularly asking for a
specific type of information, the OCR consider adding that to any additional AoD requirements
proposed in the future.

Conversely, there are many times patients ask for information that is supposed to be in the AoD
and end up having to follow up with CEs to get that information. Educating CEs about what
AoDs must contain and working with EHR vendors or technology companies to make the
information more meaningful and more easily recorded might resolve these issues.



(39) If covered entities are unable to modify existing systems or processes to generate a full
accounting of disclosures for TPO (e.g., because modification would be prohibitively costly),
should OCR instead require covered entities to conduct and document a diligent investigation
into disclosures of PHI upon receiving an individual's request for an accounting of disclosures
for TPO? If not, are there certain circumstances or allegations that should trigger such an
investigation and documentation by a covered entity? How much time should a covered entity be
allowed to conduct and provide the results of such an investigation?

Response: Ad-hoc investigations of disclosures of PHI would be inefficient and likely
not useful. Systems are needed to track this information or it will be lost. An investigation would
likely require too many resources and not fully account for all disclosures made – especially for
patients who see multiple providers and have regular encounters. It is in a CE’s best interest to
track this information as it happens and thus investing in technology that facilitates recording
AoDs for TPO would be practical.

Additionally, requesting or bringing “allegations” to trigger an investigation is far to
antagonistic. Already patients who ask for their record or for an AoD can face retaliation or
discrimination. CEs may think that patients are asking for this information in preparation for a
lawsuit when, in fact, patients just want to know who has access to their PHI.

(40) If OCR requires or permits covered entities to conduct an investigation into TPO disclosures
in lieu of providing a standard accounting of such disclosures, what information should the
entities be required to report to the individual about the findings of the investigation? For
example, should OCR require covered entities to provide individuals with the names of persons
who received TPO disclosures and the purpose of the disclosures?

Response: If CEs are to require an investigation into TPO disclosures, the same
information already required by law for AoDs should be provided. Specifically information that
includes the date of release, names of who received the PHI, what was included in the disclosure
and why the disclosure was made.

(41) The HITECH Act section 13405(c) only requires the accounting of disclosures for TPO to
include disclosures through an EHR. In its rulemaking, should OCR likewise limit the right to
obtain an accounting of disclosures for TPO to PHI maintained in, or disclosed through, an
EHR? Why or why not? What are the benefits and drawbacks of including TPO disclosures made
through paper records or made by some other means such as orally? Would differential treatment
between PHI maintained in other media and PHI maintained electronically in EHRs (where only
EHR related accounting of disclosures would be required) disincentivize the adoption of, or the
conversion to, EHRs?

Response: The OCR should not limit the right to obtain an accounting of disclosure for
TPO to PHI maintained in, or disclosed through an EHR. All disclosures should be accounted
for. If these disclosures are not accounted for, CEs could make disclosures without patients ever
knowing and in contradiction to patients’ best interest. As with the example in the response to
question 36, they disclosed this information on a phone call. I only knew because one doctor
noted it (as they should) and the other did not.



It is good record keeping to write down when CEs share information about a patient. It may seem
like extra work, but it can actually be to the benefit of CEs if a lawsuit arises. Keeping a call log
or an email trail is evidence that can be used in a provider’s favor. For example, if a patient says
the doctor did not relay information to another CE that they should have, a doctor who has noted
the call where the information was shared can easily dispute this accusation. Most EHRs have
the ability to enter in call notes or the like and it is prudent to do so.

Good record keeping also establishes trust. For patients, knowing their health information is
private and secure establishes trust. If they have access to information about who received their
PHI, they can further be a part of their care and trust that they are at the center of it.

(42) Please provide any other information that OCR should consider when developing a
proposed rule on accounting for disclosures for TPO.

Response: Please see response to question 27. In summary, the OCR should seek to
educate providers about the importance of AoDs and what they contain. The OCR should work
with EHR vendors and technology companies to develop solutions to easily track AoDs of all
types. And these AoDs, from CEs and BAs, should be maintained in the patient’s designated
records set and available with any request for records under 45 CFR 164.524 so that patients are
not required to understand extra rules around AoDs or go to extra lengths to obtain a copy of
them.

d. Notice of Privacy Practices

(43) What is the burden, in economic terms, for covered health care providers that have a direct
treatment relationship with an individual to make a good faith effort to obtain an individual's
written acknowledgment of receipt of the provider's NPP? OCR requests estimates of labor hours
and any other costs incurred, where available.

Response: This question suggests that providers are spending too much time on
documenting their efforts and in conjunction with the preface, that this documentation should not
be required. Not documenting receipt of NPPs or efforts to get an acknowledgment seems risky
for providers. While it is crucial that patients get a copy of their rights, a provider that does not
document they provided a copy could easily be accused of withholding information on patient
rights. It would make little sense to open providers to liability by saying they should not have to
get patient acknowledgment of NPP receipt or document efforts that they tried to offer it to a
patient.

Further, this is a point of contact where patients can get information and have an opportunity to
ask questions. If no one has to put effort into making sure a patient received an NPP, then this
opportunity is lost.



(44) For what percentage of individuals with whom a direct treatment provider has a
relationship is such a covered health care provider unable to obtain an individual's written
acknowledgment? What are the barriers to obtaining it?

Response: The greatest barrier to obtaining a written acknowledgment outside an
emergency situation is likely due to staff error – particularly in not handing the form to the
patient to sign or in not reviewing documents patients hand back to ensure it was signed. Some
patients may refuse to sign the document not understanding what it means or if it is a consent
form. Other patients may simply miss the signature page among other documents they are asked
to review.

(45) How often do individuals and covered entities mistake the signature or acknowledgment line
that accompanies NPPs as contracts, waivers of rights, or required as a condition of receiving
services? What conflicts have arisen because of these or other misunderstandings?

Response: To some extent, I do see NPPs as a form of contract and believe everyone
should. With NPPs, health care provider and patient are entering a contract wherein the provider
ensures they will follow the law and uphold the patient right to privacy. Understandably, the
OCR likely does not want NPPs to be seen as a contract, because a contract may imply that a
patient has a right to sue a provider over privacy violations. Though a separate discussion, the
OCR might take time at some point to review patients rights in this regard. Given that there is no
private right of action and no right of appeal of OCR decisions, patients are left with little
recourse when a complaint is mishandled or incorrectly decided by the OCR.

If a patient sees NPPs as waiving their rights, we have a huge problem. NPPs are supposed to be
the opposite of a waiver. They are supposed to let patients know their rights and ensure that they
know those rights cannot be circumscribed. CEs should be clear that this is a document meant to
empower patients.

However, many CEs are using this form incorrectly and essentially disempowering patients by
refusing to treat patients who will not sign an NPP. While this is a violation of HIPAA, it still
happens a lot. As discussed throughout the responses in these responses, too often CEs (including
their staff, who are often responsible for getting a signature for receipt of NPP) misunderstand
and misapply HIPAA regulation. Because of lack of training standards or even a fundamental
understanding of the spirit of the law in conjunction with a culture of fear of breaking the law,
CEs end up violating HIPAA regulations to the detriment of patients.

This, again is why CE education and training must be improved and patients should be informed
of their rights (ironically by this document). While the OCR has developed model NPPs
(discussed below) the model could be amended in two ways. First (as will be discussed below)
by ensuring information about who to contact if a patient has questions about their privacy rights
or where to file a complaint is on the very first page of the NPP. And second, by adding to that
first page, in bold letters, that patients do not need to sign this document to receive treatment and
it is not a waiver of rights if they do. Making clear that NPPs are just information about a
patient’s rights and nothing more might help patients feel more comfortable in signing for it and
ensure that they still get a full copy of their rights.



(46) What other state and federal laws, guidelines or standards require covered health care
providers to obtain the patient's acknowledgement or signature on a document at their first visit?
How many of those documents require patient signatures? What is the nature of those other
documents that require signatures?

Response: Patients have to fill out myriad papers at doctor visits including releases for
payment, forms on current health status, health history, family history, etc. If a patient has
insurance under a government plans (like Medicare) they may face additional questions as well.
Additionally, some practices have other practice policies (i.e., policies that a patient has to give
24 hour cancellation notice or pay to have documents filled out). And more recently, notices for
consent to share information on Health Information Exchanges have been added to the
paperwork requirements.

New patient paperwork is long and tedious. Still, I think NPPs should remain part of the
paperwork packet. Patients should have a copy of their rights. But evermore, most CEs only ask
patients to acknowledge they had an opportunity to look at the NPP and can request one as
desired. CEs are not making the affirmative effort to ensure patients know their rights as they
should be, thinking it is just another piece of paper, unaware of its significance.

(47) How often are NPPs bundled with other documents at patient “intake” and with how many
other pages of documents? How often are NPPs printed with non-NPP materials, either on the
same page, or as a continuation of one integrated document, or as being physically attached to
other documents? What is the nature of these non-NPP materials? How often, if at all, are
covered health care providers required to have the patient sign updated versions of these forms
(e.g., annually, each visit, no subsequent updates required)? Are electronic signatures permitted
for these forms? If so, does this make the process less burdensome?

Response: NPPs are almost always bundled. As discussed in response to question 46,
there are a lot of papers to sign and CEs generally hand everything to patients all at once at check
in. The number of pages a patient may receive widely varies because each office can implement
its own policies and develop its own materials.

It is frustrating to see NPP signatures integrated on the same page as the NPP because it
generally means the CE will tear off that page meaning the patient loses an entire page of the
document. This is even more frustrating because that last page usually contains the information
on who to contact about patient rights or making complaints.

As a lawyer, when I work with providers to set up HIPAA compliance in their offices, I make
sure that CEs know to have a separate page where a patient can sign that they received the NPP
so that the patient maintains a full copy of the NPP. I also recommend that the NPP is kept
separate from other practice guidelines and policies and clearly noted as an NPP. Providers often
ask me if it is really necessary for the NPP to be separate and to be so detailed. And I explain that
this information is important and should not be confounded with other practice information.



At times having a separate document seems less efficient, but in the end, informing patients of
their rights is not a matter of convenience and providers’ wants to reduce paperwork. This is
about establishing trust and giving patients the opportunity to know how their information can be
used and who they can contact if they have questions.

It is important to let patients know if there are changes to these documents and/or their rights. I
have often seen CEs ask for yearly acknowledgments, which is a good practice in general. A lot
of patient information is updated yearly – including billing and insurance information, contact
information, etc. Why not give patients the opportunity to think about their privacy rights at that
time?

Where some providers update yearly, I know other providers that have not updated their privacy
practices since HIPAA first came out. I have seen too many NPPs dated as developed in 2004 –
including large health care organizations that have the resources to oversee compliance. While
the HITECH Act was passed in 2013, updating the Privacy, Security, and Breach Notification
Rules, few CEs took decided to do their due diligence at that time and update their paperwork
(perhaps an indication of how they do not see informing patients of their rights as a priority).

The OCR is worried if it is too much of a burden for providers to get acknowledgment that NPPs
are received. As a patient, I find the NPP is the least burdensome. The burdensome part of care
are the paper forms that ask me to write out my health information (past surgeries, prescriptions,
diagnoses, allergies, etc.) over and over again at every new office. Those forms are a headache to
us all.

As for electronic signatures, I think they can be efficient means to get signatures without needing
extra papers or to scan paperwork into an EHR system. However, often the screen patients are
asked to sign is just a small screen – usually smaller than the keypad at the grocery store.
Patients cannot see what they are signing for as staff simply says, “Sign in the box.” Requesting
signatures for the sake of having them does a disservice to both CEs and patients. Ensuring that
this signature is meaningful means ensuring that a patient has indeed received a copy of or
reviewed an NPP, but few realize why patients should be getting this information and thus focus
on the wrong aspect of this endeavor altogether.

(48) If NPP training is part of your general annual training, how much of this training cost do
you estimate your organization spends to train covered entity staff on their obligations to seek
and maintain documents related to the NPP acknowledgment requirements?

Response: It is interesting that the OCR refers to “annual training” here because there is
no requirement for annual training under HIPAA. There should be, but there is not. And
regardless, training is substandard in many places.

I suspect that there’s very little time spent training on NPPs. Most HIPAA training focuses on
Privacy Rule sections ensuring that PHI is not impermissibly disclosed and the Security Rule
regarding the importance of changing passwords and being on the lookout for phishing attacks in
staff inboxes. As discussed in the response to question 20, training for HIPAA is not
standardized. There are no model trainings and a lot of companies use “HIPAA compliant



training” as a marketing ploy. Increasingly, many companies have moved their training products
to online platforms and modules. While convenient for organizations, this means providers and
staff do not have an opportunity to ask questions or for information to be tailored to their
practice’s needs.

Lack of training standards mean that the level of understanding HIPAA varies widely from
provider to provider and often crucial parts of HIPAA are not taught or misinformation is given.
Poor training is the single biggest barrier to ensuring patient rights (and thereby involvement in
their own care). NPP training may not need to be a focus in training but the spirit of the law
should be. If CEs and staff understand that HIPAA is about giving patients rights and ensuring
trust, they may be more open to understanding that the NPP is not about obtaining a signature but
about furthering those ideals.

(49) What is the burden, in economic terms, for covered health care providers to maintain
documentation of the acknowledgment or the good faith effort to obtain written acknowledgment
and the reason why the acknowledgment was not obtained? What alternative methods might
providers find useful to document that they provided the NPP? For example, to what extent
would the use of a standard patient intake checklist reduce the burden?

Response: Providers should want to keep of documentation that proves they followed the
law. I recommend to health care provider-clients to keep an acknowledgment of receipt of NPPs
as long as they do patient records. This will limit their liability in case a patient says they never
got an NPP. I hardly see it as a burden to keep a piece of paper that helps both patients and
providers and keep it for a standard amount of time. It seems more of a burden to have different
lengths of time for document retention. As it stands now patient records, NPPs, and accounting
of disclosures all have different retention periods, which can be confusing to CEs who are
diligently trying to follow the law. The OCR recommends a checklist but I see that as more of a
burden. Moreover, if NPPs are supposed to be about patients understanding their rights, a
checklist signals that this is more about getting some sort of acknowledgment than actually
ensuring patients are aware of the law. A checklist does not prove that patients were afforded the
opportunity to see or ask for an NPP.

(50) What use, if any, do covered health care providers make of the signed NPP forms, or
documentation of good faith efforts at securing written acknowledgments, that the Privacy Rule
requires providers to maintain?

Response: Signed NPP forms can help CEs prove they followed the law. Signing the
acknowledgment ensures patients have a chance to see the NPP and know their rights.
Documenting efforts to get a signature ensures providers gave them that chance. Some patients
may still say that they did not get a proper chance to see an NPP if the acknowledgment form is
mixed in with other forms. Patients may also still say that even though they got an NPP, the NPP
was lacking and they were confused about their rights. In other words, signatures are not a
blanket safety measure.

Further, it must also be noted that merely signing a form does not equal what is essentially
informed consent. In other words, just because a patient signs that they received an NPP does not



mean they understand the NPP. The NPP was not developed in a manner to ensure a level of
informed consent, though perhaps it should be at some level.

(51) What benefits or adverse consequences may result if OCR removes the requirement for a
covered health care provider that has a direct treatment relationship with an individual to make
a good faith effort to obtain an individual's written acknowledgment of the receipt of the
provider's NPP? Please specify whether identified benefits or adverse consequences would
accrue to individuals or covered providers.

Response: Surely CEs would love to get rid of the NPP acknowledgment altogether, and
even more so documenting good faith efforts to get an acknowledgment. It is too often seen as a
burden. But doing away with this acknowledgment might not be in everyone’s favor.

For patients, getting rid of the documentation of good faith efforts means essentially that
providers can say they made an effort without having to prove it – and it has been my experience
when proof is not needed, people do not always follow the law and the law is harder to enforce.

The content of the NPP is what matters the most, though. The signature of receipt, or
documenting good faith efforts to get one, are important, but they’re important because the
content of the NPP is important. As will be discussed below, the OCR has provided model NPPs,
making it easy for providers to ensure they are offering patients the correct information. But if I
were to change one thing about the NPPs, it would be to ensure the information about who to
contact about patient rights is be presented up front, in clear and distinct language.

That single piece of information (what to do if a patient more information about their rights or
how to enforce them and make a complaint) should be the highlight of the document because it is
the thing that will most help patients and the thing most patients do not know.

Many patients have expressed to me they had no idea the OCR existed or enforced HIPAA and
they had no idea they could can file complaints. They do not know the OCRs website for patient
information and they have no idea who to ask in the office if they are confused about their rights.
Ideally this information would be on its own page listing the contact information or resources
and with an statement that patients do not have to sign the document to receive treatment (as
discussed in question 45). Further information, including a signing page, can then be attached to
this initial page for the patient to peruse. In this way, patients are not given the most important
information up front without being overwhelmed by the details to follow.

Additionally, the OCR should ensure that patients have a right to discuss the NPP and issues
regarding HIPAA with the CE’s Privacy or Security Officer(s). Currently, many NPPs direct
patients to the Privacy or Security Officer(s) but patients do not actually have an explicit right to
talk to them. This is problematic as issues around records are likely best handled by said
officer(s) and dealing with them instead of the health care provider, can help avoid conflict.

And finally, along with any efforts to inform patients of their rights, there should be education
and training for CEs that they cannot retaliate or discriminate against patients who assert those
rights or who turn to the OCR for enforcement. Unfortunately, patients too often face retaliation



or discrimination when all they want is to ensure that their privacy rights are respected and CEs
are complying with HIPPA.

(52) Are there modifications to the content and provision of NPP requirements that would lessen
the burden of compliance for covered entities while preserving transparency about covered
entities' privacy practices and individuals' awareness of privacy rights? Please identify specific
benefits and burdens to the covered entity and individual, and offer suggested modifications.

Response: See response to questions 45 and 51.

(53) With the assistance of consumer-oriented focus groups, OCR has developed several model
NPPs, available at https://www.hhs.gov/hipaa/for-professionals/privacy/guidance/model-notices-
privacy-practices/index.html, that clearly identify, in a consumer-friendly manner, an individual's
HIPAA rights and a covered entity's ability to use and disclose PHI.

Response: While not the central question here, it would be interested to know who these
“consumer-oriented focus groups” consisted of and how the focus groups were held. Were these
groups representative of all patients? Were they influenced by advocacy groups with certain
viewpoints?

Leaving aside the fact that patients aren’t consumers, the idea that they are “consumer-friendly”
is debatable. Clearly these model NPPs developed by the OCR with input from “consumer-
oriented focus groups” are not “consumer-friendly” if patients are still not aware of their rights
under HIPAA.

(a) While covered entities are required to provide individuals an NPP, use of OCR's model NPPs
is optional. Do covered entities use these model NPPs? Why or why not?

Response: I do not think as a patient or professional that I have ever seen a provider use
the OCR model NPPs. This may in part be because they do not know they exist. Likely, for many
CEs, their lawyers or professional associations are developing NPPs and CEs are adopting those.
Additionally, many CEs simply have not put in the effort to update their NPPs (or other materials
to newer HIPAA requirements). They continue to rely on old documentation instead of
undertaking the effort to ensure HIPAA compliance and may not even know the model NPPs
exist.

If the OCR were to develop training standards and increasing education, that education could
include a reminder to update NPPs (or use model NPPs) and underlining their importance.

(b) OCR has received anecdotal evidence that individuals are not fully aware of their HIPAA
rights. What are some ways that individuals can be better informed about their HIPAA rights and
how to exercise those rights? For instance, should OCR create a safe harbor for covered entities
that use the model NPPs by deeming entities that use model NPPs compliant with the NPP
content requirements? Would a safe harbor create any unintended adverse consequences?



Response: There is not only anecdotal evidence, there is clear evidence that patients
don’t know their rights. If the OCR really did work with “consumer-oriented focus groups” that
were representative of patients, they should know this.

The OCR should not develop safe harbors as they do not generally benefit patients. A safe harbor
means that CEs do not have to do anything more than the bare minimum of providing something
to patients without ensuring that patients understand it. A safe harbor for an NPP lets CEs off the
hook from giving truly meaningful information about privacy practices and rights. A safe harbor
for an NPP will not ensure patients are educated and likely will not increase awareness of patient
rights.

How then do we ensure patients know their rights? First, I believe the OCR should consider the
idea of having the first page of an NPP give the patients information on who to ask about their
rights and information about contacting the OCR, including where to get more information on
HIPAA and where to file complaints as discussed in the response to question 51.

The OCR should also move beyond “consumer” “focus groups” and actually work with patients
on a continuing basis. That means hiring patients and disabled individuals as consultants and
listening to their feedback, not just forming ad-hoc groups to discuss limited aspects of HIPAA.
Patients, particularly chronically ill and disabled patients, have the greatest insight as to what is
working and what is not working under HIPAA and yet the OCR likely only hears from them as
“focus group” participants and not as colleagues. While working with patient advocacy groups is
one way to engage the community, the OCR should be engaging with individuals to ensure that a
range of viewpoints are considered.

Other ways to let patients know their rights might include:
 Engaging in social media. As discussed in responses to questions 20 and 35, Many

agencies have learned that using social media to disseminate information can have a big
impact. The OCR should consider using outlets like Twitter, Facebook, and Instagram to
provide HIPAA facts or links to resources.

 Increasing enforcement efforts for Privacy Rule violations to the same level as Security
Rule violations and issuing press releases to that effect can increase awareness. As
discussed in response to question 20 the OCR should be publishing press releases and
working with news organizations to disseminate information on violations of the Privacy
Rule. If patients and CEs see press releases and articles discussing these issues, they can
learn about their rights and where to go to submit complaints for enforcement. If the only
press releases and articles patients see are where a hacker steals patient data, how can
they know that their individual access issues matter or that those issues can be addressed
by the OCR? And when those enforcement actions are taken, if CEs and their staff see
them, they are more likely to understand the law and work to ensure compliance.

 Focus on CE training and education. Since CEs are the first line of contact with patients
regarding NPPs and patient rights, CEs need to be properly trained. As discussed
previously, because there are no training standards, HIPAA understanding and
compliance varies widely. This means that when patients ask CEs questions about
HIPAA, they may be getting misinformation.



(c) Should more specific information be required to be included in NPPs than what is already
required? If so, what specific information? For example, would a requirement of more detailed
information on the right of patients to access their medical records (and related limitations of
what can be charged for copies) be useful?

Response: See responses to questions 45 and 51. Since the OCR developed these models,
it would be interesting to know if they have they done any research on the effectiveness of these
forms. To their credit, the model NPPs are concise and seemingly clear (though they miss some
important patient rights like the right to amend your records).

It is also good that the OCR provides a Spanish version of the model NPPs. However, Spanish is
not enough. Common languages in the U.S. include Mandarin, Cantonese, Korean, Vietnamese,
French, Arabic, Farsi, and Russian. To ensure that all patients understand their rights, the model
NPPs should be translated into these languages and presented in culturally sensitive ways. In the
very least the OCR should require providers to have their own in English and Spanish versions
and offer to have NPPs translated if needed for any patient who requests it.

The OCR can indeed include more information on access to records, including rights to
accounting of disclosures, who can get a copy of your records on request (i.e. if you want to send
family), cost, and communicating with your provider via alternative means (i.e. via email).

As I mentioned above, patients need to be able to acknowledge that they know about their rights
in a meaningful way, not just that they received a copy of their rights – akin to informed consent
laws. If a patient is acknowledging receipt but still doesn’t know their rights (all of them), then
the receipt is less meaningful.

Informed consent laws and ethics have a fraught history. For too long, patients were acted upon
in healthcare without consent or having rights. Horrible experiments happened without any
consent (e.g., Tuskegee syphilis experiments, Plutonium experiments, Henrietta Lacks’ cell line).
In time, we recognized the cruelty of these actions and made a vow to do better by patients – to
give them the right to be informed about their care. Unfortunately, our version of “informed” was
(and generally still is) lacking. “Informed” has traditionally meant that patients signed off on
legalese that they did not understand to get treatment. This has created great disparities,
especially for different cultures.

More recently, healthcare has moved to using informed consents that are shorter and easier to
understand. But whether they are truly informing patients in a meaningful manner is still up for
debate.

HIPAA rights and understanding them are not quite to the same level as giving consent for
treatment. However, I think they should be held to a similar standard as informed consent.
Are patients informed of their rights in a way that gives them a role in their healthcare? Is this
information meaningful so they can make decisions about their healthcare and sharing of their
information? This is an area ripe for research that the OCR could pursue with other entities –
exploring the effectiveness of the model NPPs versus other NPPs, patient perceptions of NPPs,
and overall impact on patient care.



At this time though, the OCR must ask if we are re-creating the same issues face with informed
consent for other treatment purposes – particularly whether disparities may arise if NPPs are not
understood or culturally accessible?

(d) Please identify other specific recommendations for improving the NPP text or dissemination
requirements to ensure individuals are informed of their HIPAA rights.

Response: See responses to this section above. In sum, specific recommendations
include:

 Letting patients know where to find their rights and where to file complaints by moving
this information to the front of any NPP;

 Improve CE education and training on the importance of NPPs and what they contain;
 Translate NPPs into multiple languages beyond English and Spanish;
 Reach out on social media to engage patients in understanding their rights and where to

find resources;
 Work with patients (not just focus groups) to NPPs and discuss common HIPAA issues on

a continuing basis;
 Consider researching effectiveness of the forms developed;
 Increase enforcement activities for all Privacy Rule violations;
 Follow up on discrimination for patients that request to speak with staff about NPPs or

who complain;
 Considering adding a right for patients to discuss HIPAA concerns with a CEs designated

Privacy or Security Officer(s);
 Keep NPP acknowledgment as part of the patient record;
 Consider how notification of privacy rights and understanding those rights are akin to

informed consent in treatment.

NPPs are important but it is clear patients do not understand them or know that NPPs should help
them resolve HIPAA issues. Getting an acknowledgment that patients received an NPP is not the
issue that the OCR should be concerned with. Helping patients understand NPPs should be the
OCR, and CEs’, focus.

e. Additional Ways To Remove Regulatory Obstacles and Reduce Regulatory Burdens To
Facilitate Care Coordination and Promote Value-Base Health Care Transformation

(54) In addition to the specific topics identified above, OCR welcomes additional
recommendations for how the Department could amend the HIPAA Rules to further reduce
burden and promote coordinated care.

Response: To be clear, HIPAA Rules are not a burden. These rules give patients rights
and protect patients health information. Any perceived “burden” is a function of CEs not
understanding the intent of the law or how to implement it. The OCR’s framing of HIPAA as a
“burden” does a disservice to all patients and sends a signal that they care more about CEs than
patients.



(a) What provisions of the HIPAA Rules may present obstacles to, or place unnecessary burdens
on, the ability of covered entities and/business associates to conduct care coordination and/or
case management? What provisions of the HIPAA Rules may inhibit the transformation of the
health care system to a value-based health care system?

Response: Whether value-based care is actually valuable to patients is still debated
among those involved in health policy. To make value-based care a priority in this RFI seems a
thinly veiled effort to impose a policy on patients that may not be in their best interest. The space
to have a debate on this issue is not here.

The OCR suggests in section (a) of the RFI that privacy protections should be decreased and that
CEs should be required to share information with other CEs. In section (b) of the RFI, the OCR
suggests that privacy protections should be decreased and that friends and family be allowed
access of sensitive PHI including informaiton on substance use disorder and serious mental
illness. In section (c) of the RFI, the OCR implies that AoDs may not be important and that
perhaps patients do not need to know with whom their information is shared and for what
purpose. In section (d) of the RFI, the OCR suggests that CEs do not need to prove they
informed patients of their rights. Viewed together, one can only come to the conclusion that the
OCR wants only to erode patients privacy rights – giving access to others, hiding information on
who received PHI, and not informing patients of their rights.

HIPAA may have flaws, but among them are not the privacy protections they afford patients or
the rights given to patients. Those aspects of HIPAA are not burdens. Those aspects of HIPAA do
not prevent coordinated care. In fact, those provisions improve care. They help establish trust
between doctor and patient. They help ensure patients are engaged in their care and have the
autonomy to direct their care for their own best interest. They help ensure that patients do not
face stigma from other providers. They ensure that bad actors, like abusive family members, are
not involved in their care.

Loosening privacy protections and taking away patient rights would inhibit any system of care
and as such, the OCR should ensure that these protections and rights are strengthened.

The biggest true inhibition of coordinating care is CEs’ lack of understanding of HIPAA. It is
providers who receive poor training because there are no training standards and no model
trainings from the OCR. As a result, CEs (including health care providers and their staff) are
misinformed about HIPAA provisions and what can and cannot be shared.

As discussed in response to question 20, there is wide variation in CEs’ understanding of HIPAA
rules – this extends to every level of a CE’s organization including staff, technology support, and
health care providers themselves. A recent study fromYale found that:

“there are discrepancies in the information provided to patients regarding the medical
records release processes and noncompliance with federal and state regulations and
recommendations. Policies focused on improving patient access may require stricter



enforcement to ensure more transparent and less burdensome medical records request
processes for patients.”5

Specifically they found wide variances in terms of hospitals understanding of HIPAA, including:
 What forms patients need to fill out;
 If patients had to pick records up in person or if they could be faxed, emailed, provided

on CD, or provided in portals;
 Refusing to provide records in the format requested;
 Charging excessive fees to get records; and
 Not meeting processing times.6

This demonstrates a woeful lack of education on behalf of CEs and ultimately leads to patients
being denied access or finding access delayed to their own health information (as discussed in
question 1) and inability to coordinate care.

Lack of education and proper training is in large part due to the fact that there are no training
standards. Currently, entities only have to undergo training when they are hired or when HIPAA
rules change. Some states mandate time limits and some entities impose “periodic” training
every one or two years, but these vary. Additionally, the contents of that training vary. HIPAA
training has become a big business with companies offering “HIPAA Certified” training or
modules that they guarantee will satisfy HIPAA requirements. Even among lawyers tasked with
training CEs, training may vary widely. Without some sort of standardization, different entities
and different staff members may be getting very different, and at times incorrect, information
about HIPAA.

For example, a lot of training focuses on keeping information private. Staff are trained that they
have to keep all information private in such a way that they come away understanding only to
protect information and do not understand that the rules do not mean to restrict access to
information to patients themselves. As a result, patients are often met with obstacles and
incorrect application of HIPAA. Case in point, a patient who requests a copy of their record be
sent to them via unsecure email will be told that an office cannot email them “because of
HIPAA,” when in fact 45 CFR 164.522(b) and associated guidance expressly permits this type of
communication.

Training is also not tailored to the audience intended. While a focus on keeping information
private may be useful for all, specific technology training may be needed for any IT personnel
who are considering levels of encryption for an organization. And health care providers may
need training tailored to how and when they can share information for TPO. Because training is
broad and ill-defined, it is unclear what anyone at any entity is aware of, and often this leads to
misunderstanding and misinterpretation of the law.

The second biggest inhibition lies in the OCR not enforcing Privacy Rule violations. The OCR is
wont to only provide “technical assistance” to CEs for these violations. As a result, CEs can

5 Lye CT, Forman HP, Gao R, et al. Assessment of US Hospital Compliance With Regulations for Patients’ Requests
for Medical Records. JAMA Netw Open. 2018;1(6):e183014. doi:10.1001/jamanetworkopen.2018.3014
6 Id.



continue their bad practices with impunity. The OCR needs to take forceful action to ensure
compliance as current efforts are leaving patients with no protections or redress.

(b) What modifications to the HIPAA Rules would facilitate efficient care coordination and/or
case management, and/or promote the transformation to value-based health care?

Response: See answer to 54(a), particularly regarding training and enforcement. These
two actions alone could facilitate efficient care coordination and case management.

(c) OCR also broadly requests information and perspectives from regulated entities and the
public about covered entities' and business associates' technical capabilities, individuals'
interests, and ways to achieve these goals.

Response: Technology is rapidly changing as EHR vendors, startups, and even large
technology companies like Apple work to be the leaders in health care innovation. Because there
is a lot of money in health care and EHR vendors will continue to work on ways to offer new
features with their products. As discussed in the response to question 16, the 21st Century Cures
Act aims to prevent EHR vendors from developing these new features in a way that would result
in information blocking and thus will hopefully realign their endeavors to focus on features that
coordinate care. However, as was also discussed in the response to question 16, these new
ventures are often undertaken with the patient in mind and to detrimental effect – specifically
information sharing that a patient may not want share. What will be difficult and is not a priority
by the OCR or interoperability advocates is ensuring patients have control over what PHI is
shared. As companies like Apple seek to centralize your data, are these firms keeping the
patient’s best interest in mind and ensuring they have autonomy over their information.
Additionally, as technology enables capturing more specific data and re-identifying any data
previously thought to be de-identified, what rights are we giving patients to restrict and direct use
of this data? Patients’ rights may thus be at odds with the interests of CEs, BAs, and technology
companies who wish to capture more information, see information shared more widely, and even
capitalize off this information.

The OCR is more aligned with CEs, BAs, and technology companies than patients as is evidence
by the ways they want to loosen privacy protections outlined in response to 54(a). Loosening
privacy protections would be in the OCRs best interest as this would mean OCR would have to
spend fewer resources on enforcing HIPAA compliance. Patients’ rights under the Privacy Rule
are already distressingly under-enforced. Loosening privacy protections would also align with
CEs who complain that HIPAA is just too hard, CEs who do not care to understand the law and
its intent. And loosening privacy protections would be in the best interest of technology
companies, insurance, and business associates, all who want access to more information though
not always for the purpose of improving care for patients.

There is a trend here. The questions suggest changes that help everyone but patients. It helps
entities that have money, time, and extensive lobbying power while leaving in the dust patients,
who have fought for rights to their records and for privacy of their PHI. This is not okay.



Here are things that actually need to be changed to help patients – to ensure patient rights, ensure
privacy and security of patient information, and even to ensure better coordinated care:

 Standardize HIPAA training requirements;
 Enforce HIPAA Privacy Rule violations, particularly common violations like:

o Not getting records to patients in a timely fashion;
o Not providing records in the form and format requested;
o Charging excessive fees for records;
o Not communicating with patients as they prefer (i.e. via email); and
o Retaliating, intimidating, and discriminating against patients who mention a

provider may be violating HIPAA or that they want to file a HIPAA complaint.
 Make Accounting of Disclosures part of the patient record instead of making patients

request them separately;
 Increase education for patients of their rights including where to make complaints;
 Improving record amendment request rules to prioritize patient correction of their

records;
 Implementing an appeals process for patients when an OCR decision is incorrect; and
 Consider allowing a private right of action so patients can actually enforce their rights.

Most importantly:

Put patients at the center!

 Patients should have control over who gets their information. It should not be shared
without consent. Especially sensitive information like substance use and mental health
information.

 Barriers for patients to get their own records should be decreased – they should not have
to make multiple requests for different information, they should not have to face fines,
they should not have to go to multiple places to get records (i.e. go to providers for some
records, billing for the rest, etc), they should not get differing answers from each place
they go;

 Respect for patient rights by enforcing the law and increasing patients’ ability to engage
in appeals to ensure the law is enforced properly;

 Help patients know their rights and facilitate their ability to make complaints while
protecting them from backlash; and

 Stop making excuses that patient information should be shared with everyone while
making it too hard for patients to get their own information.

Patients are not at the center of this RFI and the questions within suggest that the OCR does not
care to ensure that patients rights are prioritized and respected. Rather, the OCR seems to think
following rules that help patients is just too much of a “burden.”

Sincerely,

Erin M. Gilmer, Esq.


